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Chapter 1 

Automated Business Processes 

Q. No. 1: What are Risk Management Strategies under ERM? 

Risk Analysis is defined as the process of identifying security risks and determining 
their magnitude and impact on an organization. Effective risk management begins with a 
clear understanding of an enterprise’s risk appetite and identifying high-level risk 
exposures. The unacceptable high levels of risks can be controlled by designing and 
implementing adequate proactive controls.  

Risk Management is the process of assessing risk, taking steps to reduce risk to an 
acceptable level and maintaining that level of risk. Risk management involves identifying, 
measuring, and minimizing uncertain events affecting resources. 

Based on the type of risk, project and its significance to the business; Board and Senior 
Management may choose to take up any of the following risk management strategy in 
isolation or combination as required: 

• Tolerate/Accept the risk: One of the primary functions of management is 
managing risk. Some risks may be considered minor because their impact and 
probability of occurrence is low. In this case, consciously accepting the risk as a cost 
of doing business is appropriate. The risks should be reviewed periodically to ensure 
that their impact remains low.  

• Terminate/Eliminate the risk: Especially in the case of risks that have high probability 
and impact values, it may be best to modify any project strategy to avoid them altogether. 
For example - it is possible for a risk to be associated with the use of a technology, 
supplier, or vendor. The risk can be eliminated by replacing the technology with more 
robust products and by seeking more capable suppliers and vendors. 

• Transfer/Share the risk: Risk mitigation approaches can be shared with trading 
partners and suppliers. A good example is outsourcing infrastructure management. In 
such a case, the supplier mitigates the risks associated with managing the IT 
infrastructure by being more capable and having access to more highly skilled staff than 
the primary organization. Risk also may be mitigated by transferring the cost of 
realized risk to an insurance provider. 

• Treat/mitigate the risk: Where other options have been eliminated, suitable 
controls must be devised and implemented to prevent the risk from manifesting itself 
or to minimize its effects.  
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Chapter 3 

Information Systems and Its Components 

 

Q.No.1: What are activities in Information System / Steps in IS Model ? 

• Input 
• Processing 
• Output 
• Storage: The storage of data shall be done at the most detailed level possible. 

Regular backups should be stored in a geographically different locations to avoid 
impact on both the original data storage and the backup data storage due to any 
major disasters such as flooding or fires etc. 

• Feedback. 

Q.No.2: Environmental Control. 

A. Fire:-  

Smoke Detectors: Smoke detectors should be positioned at places above and below the 
ceiling tiles. Upon activation, these detectors should produce an audible alarm and must 
be linked to a monitored station (for example, a fire station). 

Norms to reduce Electric Firing: To reduce the risk of electric firing, the location of the 
computer room should be strategically planned and should not be in the basement or 
ground floor of a multi-storey building. Less wood and plastic material should be used in 
computer rooms. To reduce the risk of electric fire occurring and spreading, wiring should 
be placed in the fire-resistant panels and conduit. This conduit generally lies under the 
fire-resistant raised floor in the computer room. Fireproof Walls, Floors and Ceilings 
surrounding the Computer Room and Fire-resistant office materials such as waste baskets, 
curtains, desks, and cabinets should be used. 

Fire Extinguishers: Manual fire extinguishers can be placed at strategic locations. Fire 
Alarms, Extinguishers, Sprinklers, Instructions / Fire Brigade Nos., Smoke detectors, and 
Carbon-dioxide based fire extinguishers should be well placed and maintained. 

Fire Alarms: Both automatic and manual fire alarms may be placed at strategic locations 
and a control panel may be installed to clearly indicate this. Besides the control panel, 
master switches may be installed for power and automatic fire suppression system. A gas- 
based fire suppression system is preferable, however, depending upon the situation, 
different fire suppression techniques like Dry-pipe sprinkling systems, water-based 
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systems, halon etc., may be used. When a fire alarm is activated, a signal may be sent 
automatically to permanently manned station. 

Regular Inspection and Raising awareness: Regular inspection by Fire Department 
Officials should be conducted. The procedures to be followed during an emergency should 
be properly documented. Fire Exits should be clearly marked, and all the staff members 
should know how to use the system in case of emergency. 

B. Water damage:-  

Water Detectors: These should be placed under the raised floor, near drain holes and 
near any unattended equipment storage facilities. 

Strategically locating the computer room: To reduce the risk of flooding, the computer 
room should not be located in the basement of ground floor of a multi-storey building. 

Q.No.3: What are Systems Development Management Controls under  Managerial 
Control? 

II. Systems Development Management Controls 

Systems Development Management has responsibility for the functions concerned with 
analyzing, designing, building, implementing, and maintaining information systems. 
System development controls are targeted to ensure that proper documentations and 
authorizations are available for each phase of the system development process.  

(a) Problem definition and Feasibility assessment: Information Systems can be 
developed to help resolve problems or to take advantage of opportunities. All the 
stakeholders must reach to agreement on the problem and should understand the 
possible threats associated with possible solutions/systems related to asset safeguarding, 
data integrity, system effectiveness, and system efficiency. The feasibility assessment is 
done to obtain a commitment to change and to evaluate whether cost- effective 
solutions are available to address the problem or opportunity that has been identified. All 
solutions must be properly and formally authorized to ensure their economic 
justification and feasibility. This requires that each new solution request to be submitted 
in written form by stakeholders to systems professionals who have both the expertise 
and authority to evaluate and approve (or reject) the request. 

(b) Analysis of existing system: Designers need to analyze the existing system that 
involves two major tasks: 

• Studying the existing organizational history, structure, and culture to gain an 
understanding of the social and task systems in place, the ways these systems are coupled, 
and the willingness if stakeholders to change. 
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• Studying the existing product and information flows as the proposed system will be 
based primarily on current product and information flows. The designers need to 
understand the strengths and weaknesses of existing product to determine the new 
system requirements and the extent of change required. 

(c) Information Processing System design: This phase involves following activities: 

• Elicitation of detailed requirements: Either ask the stakeholders for their 
requirement in case they are aware about it or discover the requirement through 
analysis and experimentation in case stakeholders are uncertain about their need. 

• Design of data/information flow: The designers shall determine the flow of 
data/information and transformation points, the frequency and timing of the data and 
information flows and the extent to which data and information flows will be 
formalized. Tools such as DFD can be used for this purpose. 

• Design of Database and user interface: Design of database involves determining its 
scope and structure, whereas the design of user interface determines the ways in which 
users interact with a system. 

• Physical design: This involves breaking up the logical design into units which in turn 
can be decomposed further into implementation units such as programs and modules. 

• Design of the hardware/software platform: In case the hardware and software 
platforms are not available in the organization, the new platforms are required to be 
designed to support the proposed system. 

(d) Hardware/Software acquisition and procedures development: To purchase the 
new application system or hardware, a request for a proposal must be prepared, vendor 
proposals are sought, and final decisions is made based on evaluation. During 
procedures development, designers specify the activities that users must undertake to 
support the ongoing operation of the system and to obtain useful output. 

(e) Acceptance Testing and Conversion: Acceptance Testing is carried out to identify 
errors or deficiencies in the system prior to its final release into production use. The 
conversion phase comprises the activities undertaken to place the new system in 
operation. 

(f) Operation and Maintenance: In this phase, the new system is run as a production 
system and periodically modified to better meet its objectives. A formal process is 
required to identify and record the need for changes to a system and to authorize and 
control the implementation of needed changes. The maintenance activities associated 
with these systems need to be approved and monitored carefully. 
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Q.No.4: What are Data Resource Management Controls under  Managerial Control? 

In organizations, the data is a critical resource that must be managed properly and 
therefore, accordingly, centralized planning and control are implemented.  

If data repository system is used properly, it can enhance data and application system 
reliability. It must be controlled carefully, however, because the consequences are serious 
if the data definition is compromised or destroyed. Careful control should be exercised 
over the roles by appointing senior, trustworthy persons, separating duties to the extent 
possible and maintaining and monitoring logs of the data administrator’s and database 
administrator’s activities.  

(a) Definition Controls: These controls are placed to ensure that the database always 
corresponds and comply with its definition standards. 

(b) Existence/Backup Controls: These controls ensure the existence of the database 
by establishing backup and recovery procedures. Backup refers to making copies of the 
data so that these additional copies may be used to restore the original data after a data 
loss. Backup controls ensure the availability of system in the event of data loss due to 
unauthorized access, equipment failure or physical disaster; the organization can retrieve 
its files and databases. Various backup strategies like dual recording of data; periodic 
dumping of data; logging input transactions and changes to the data may be used. 

(c) Access Controls: These controls are designed to prevent unauthorized individual 
from viewing, retrieving, computing, or destroying the entity's data. User Access 
Controls are established through passwords, tokens and biometric controls; and Data 
Encryption controls are established by keeping the data in database in encrypted form. 

(d) Update Controls: These controls restrict update of the database to authorized 
users in two ways either by permitting only addition of data to the database or allowing 
users to change or delete existing data. 

(e) Concurrency Controls: These controls provide solutions, agreed-upon schedules, 
and strategies to overcome the data integrity problems that may arise when two 
update processes access the same data item at the same time. 

(f) Quality Controls: These controls ensure the accuracy, completeness, and 
consistency of data maintained in the database. This may include traditional measures 
such as program validation of input data and batch controls over data in transit through 
the organization. 
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Q.No.5: What are Boundary Controls under Application control? 

Boundary Controls 
The major controls of the boundary system are the access control mechanisms that links 
the authentic users to the authorized resources, they are permitted to access. The 
boundary subsystem establishes the interface between the would-be user of a computer 
system and the computer itself. Major Controls at the Boundary subsystem are as follows: 
(a) Cryptographic Controls: These are designed to protect the privacy of data and 
prevent unauthorized modification of data by scrambling data. These deal with 
programs for transforming data into cipher text that are meaningless to anyone, who does 
not possess the authentication to access the respective system resource or file. A 
cryptographic technique transforms (encrypts) data (known as cleartext) into 
cryptograms (known as ciphertext) and its strength depends on the time and cost to 
decipher the ciphertext by a cryptanalyst.  

(b) Access Controls: These controls restrict the use of computer system resources to 
authorized users, limit the actions authorized users can take with these resources and 
ensure that users obtain only authentic computer system resources. The access control 
mechanism involves three steps: Identification, Authentication and Authorization. 

o User’s identification is done by user itself by providing his/her unique user id 
allotted to him/her or account number. 

o Authentication mechanism is used for proving the identity with the help of a 
password which may involve personal characteristics like name, birth date, employee 
code, designation or a combination of two or more of these. Biometric identification 
including thumb or finger impression, eye retina etc. and information stored in 
identification cards can also be used in an authentication process. 

o Authorization refers to the set of actions allowed to a user once authentication is 
done successfully. For example – Read, Write, Print, etc. permissions allowed to an 
individual user. 

(c) Personal Identification Numbers (PIN): As already discussed before, we may 
recall that it is a form of remembered information used to authenticate users like 
verification of customers in electronic fund transfer systems. PIN is like a password 
assigned to a user by an institution, a random number stored in its database 
independent to a user identification details.  

(d) Digital Signatures: Establishing the authenticity of persons and preventing the 
denial of message or contracts are critical requirements when data is exchanged in 
electronic form. A counterpart known as Digital Signature (a string of 0’s and 1’s) is used 
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as an analog signature for such e-documents. Digital Signatures are not constant like 
analog signatures – they vary across messages and cannot be forged. 

(e) Plastic Cards: We may recall that while PIN and Digital Signatures are used for 
authentication purposes, plastic cards are used primarily for identification purpose.  

Q.No.6: Communication Controls : 

(a) Physical Component Controls: In the communications subsystem, the physical 
components shall have characteristics that make them reliable and incorporate features 
and controls that mitigate the possible effects of exposures. Major physical components 
that affect the reliability of communication subsystem are Transmission media, 
Communication lines, Modem, Port protection devices, Multiplexers, and Concentrators 
etc. 
(a) Topological Controls: A communication network topology specifies the location of 
nodes within a network, the ways in which these nodes will be linked, and the data 
transmission capabilities of the links between the nodes. The network must be available 
for use at any one time by a given number of users that may require alternative hardware, 
software, or routing of messages. 
(b) Controls over Subversive threats: Firstly, the physical barriers are needed to be 
established to the data traversing into the subsystem. Secondly, in case the intruder has 
somehow gained access to the data, the data needs to be rendered useless when access 
occurs. 
(c) Internetworking Controls: Different internetworking devices like bridge, router, 
gateways are used to establish connectivity between homogeneous or heterogeneous 
networks. Therefore, several control functions in terms of access control mechanisms, 
security and reliability of the networks are required to be established. 
Q.No.7: What are Database Controls under Application Controls? 

These controls are used within an application software to maintain the integrity of 
data, to prevent integrity violations when multiple programs have concurrent access to 
data, and the ways in which data privacy can be preserved within the database subsystem. 

(a) Access Controls: These controls in database subsystem seek to prevent 
unauthorized access to and use of the data. A security policy has to be specified 
followed by choosing an access control mechanism that will enforce the policy chosen. If 
database is replicated, the same access control rules must be enforced by access 
control mechanism at each site. 

(b) Integrity Controls: These are required to ensure that the accuracy, completeness, 
and uniqueness of instances used within the data or conceptual modeling are 
maintained. Integrity Constraints are established to specify the type of relationship and 
consistency among rows (tuple) in relationship. 
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(c) Application Software Controls: When application software acts as an interface to 
interact between the user and the database, the DBMS depends on application software to 
pass across a correct sequence of commands and update parameters so that appropriate 
actions can be taken when certain types of exception condition arise. This is achieved 
through Update Controls that ensure that changes to the database reflect changes to the 
real-world entities and associations between entities that data in the database is 
supposed to represent and Report Controls that identify errors or irregularities that 
may have occurred when the database has been updated. 

(d) Concurrency Controls: These are required to address the situation that arises 
either due to simultaneous access to the same database or due to deadlock. 

(e) Cryptographic Controls: (Already discussed under Boundary Controls) These 
controls can be well used for protecting the integrity of data stored in the database using 
block encryption. 

(f) File Handling Controls: These controls are used to prevent accidental 
destruction of data contained on a storage medium. These are exercised by hardware, 
software, and the operators or users who load/unload storage media. 

Q.No.8: What are Output Controls under Application Controls? 

These controls ensure that the data delivered to users will be presented, formatted, 
and delivered in a consistent and secured manner. Output can be in any form, it can 
either be a printed data report or a database file in a removable media. Various Output 
Controls are as follows: 

(a) Inference Controls: These are used to prevent compromise of statistical databases 
from which users can obtain only aggregate statistics rather than the values of 
individual data items. These are restriction controls which limit the set of responses 
provided to users to try to protect the confidentiality of data about persons in the 
database. 

(b) Batch Output Production and Distribution Controls: Batch output in the form of 
tables, graphs or images etc. is produced at some operations facility and distributed to 
users of the output. This includes several controls like  

• Report program execution Controls to ensure that only authorized users are 
permitted to execute batch report programs and these events are logged and 
monitored;  

• Spooling file Controls so that the user(s) can continue working while a queue of 
documents waiting to be printed on a particular printer to ensure that the waiting files 
to get printed shall not be subject to unauthorized modifications;  
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• Printing Controls to ensure that output is made on the correct printer, and 
unauthorized disclosure of printed information does not take place;  

• Report collection Controls to ensure that report is collected immediately and 
secured to avoid unauthorized disclosure and data leakage;  

• User/Client service Review Controls to ensure user should obtain higher quality 
output and detection of errors or irregularities in output;  

• Report distribution Controls ensuring that the time gap between generation and 
distribution of reports is reduced, and a log is maintained for reports that were 
generated and to whom these were distributed;  

• User output Controls to be in place to ensure that users review output on a timely 
basis;  

• Storage Controls to ensure proper perseverance of output in an ideal environment, 
secured storage of output and appropriate inventory controls over the stored output 
and  

• Retention and Destruction Controls in terms of deciding the time duration for 
which the output shall be retained and then destroyed when not required. 

(c) Batch Report Design Controls: Batch report design features should comply with 
the control procedures laid down for them during the output process. The information 
incorporated in a well-designed batch report shall facilitate its flow though the output 
process and execution of controls. 

(d) Online output production and Distribution Controls: It deals with the controls to 
be considered at various phases like establishing the output at the source, distributing, 
communicating, receiving, viewing, retaining and destructing the output.  

• Source controls ensure that output which can be generated or accessed online is 
authorized, complete and timely;  

• Distribution Controls to prevent unauthorized copying of online output when it was 
distributed to a terminal;  

• Communication Controls to reduce exposures from attacks during transmission;  
• Receipt Controls to evaluate whether the output should be accepted or rejected;  
• Review Controls to ensure timely action of intended recipients on the output;  
• Disposition Controls to educate employees the actions that can be taken on the online 

output they receive; and  
• Retention Controls to evaluate for how long the output is to be retained and  
• Deletion Controls to delete the output once expired.  
 

Q.No.9: Auditing the Application Control Framework: 
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Based on the evaluation of management controls over the IS functions in an organization, 
auditors might decide to evaluate application system further. In case the external auditors 
have evaluated the reliability of management controls, the next step is to determine the 
adequacy of application controls. From various concerns that an auditor might have while 
auditing the application controls over the IS functions, some key areas that they should 
pay attention to while evaluating application controls at each level in an organization are 
provided below: 

I. Auditing Boundary Controls 

• Auditors need to determine how well the safeguard assets are used and preserve data 
integrity.  
• For any application system in particular, auditors need to determine whether the access 
control mechanism implemented in that system is sufficient or not. 
• Auditors need to ensure that careful control must be exercised over maintenance 
activities, in case of hardware failure. 
• Auditors need to address three aspects to assess cryptographic key management - 
• How keys will be generated? 
• How they will be distributed to users? 
• How they will be installed in cryptographic facilities? 
• Auditors need to understand which approach has been used to implement access control 
so that they can predict the likely problems they will encounter in the application systems 
they are evaluating. 
II. Auditing Input Controls 

• Auditors must understand the fundamentals of good source document design so as to 
analyze what and how the data will be captured and by whom, how the data will be 
prepared and entered into the computer systems and how the document will be handled, 
stored and filed. 

• Auditors must be able to examine the data-entry screens used in an application system 
and to come to judgement on the frequency with which input errors are likely to be made 
and the extent to which the screen design enhances or undermines effectiveness and 
efficiency. 

• Auditors must evaluate the quality of the coding systems used in application system to 
determine their likely impact in the data integrity, effectiveness, and efficiency objectives. 

• Auditors need to comprehend various approaches used to enter data into an application 
system and their relative strengths and weaknesses. 
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• Auditors need to check whether input files are stored securely and backup copies of it 
are maintained at an offsite location so that recovery remains unaffected in case system’s 
master files are destroyed or corrupted. 

 

III. Auditing Communication Controls 

• Auditors shall adopt a structured approach to examine and evaluate various controls in 
the communication subsystem. 

• Auditors need to collect enough evidence to establish a level of assurance that data 
transmission between two nodes in a wide area network is being accurate and complete. 

• Auditors need to look whether adequate network backup and recovery controls are 
practiced regularly or not. These controls may include automatic line speed adjustments 
by modems based on different noise- levels, choice of network topology, alternative routes 
between sender and receiver etc., to strengthen network reliability. 

• Auditors must assess the implementation of encryption controls to ensure the protection 
of privacy of sensitive data. 

• Auditors must assess the topological controls to review the logical arrangement of 
various nodes and their connectivity using various internetworking devices in a network. 

IV. Auditing Processing Controls 

• Auditors should determine whether user processes are able to control unauthorized 
activities like gaining access to sensitive data. 

• Auditors should evaluate whether the common programming errors that can result in 
incomplete or inaccurate processing of data has been taken care or not. 

• Auditors should assess the performance of validation controls to check for any data 
processing errors. 

• Auditors need to check for the checkpoint and restart controls that enable the system to 
recover itself from the point of failure. The restart facilities need to be implemented well 
so that restart of the program is from the point the processing has been accurate and 
complete rather than from the scratch. 

V. Auditing Database Controls 

• Auditors should check for the mechanism if a damaged or destroyed database can be 
restored in an authentic, accurate, complete, and timely way. 
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• Auditors should comprehend backup and recovery strategies for restoration of damaged 
or destroyed database in the event of failure that could be because of application program 
error, system software error, hardware failure, procedural error, and environmental 
failure. 

•  Auditors shall evaluate whether the privacy of data is protected during all backup and 
recovery activities. 

• Auditors should check for proper documentation and implementation of the decisions 
made on the maintenance of the private and public keys used under cryptographic 
controls. 

• Auditors should address their concerns regarding the maintenance of data integrity and 
the ways in which files must be processed to prevent integrity violations. 

VI. Auditing Output Controls 

• Auditors should determine what report programs are sensitive, who all are authorized 
to access them and that only the authorized persons are able to execute them. 
• Auditors should review that the action privileges that are assigned to authorized users 
are appropriate to their job requirement or not. 
• Auditors must evaluate how well the client organizations are provided controls in terms 
of alteration of the content of printer file, number of printed copies etc. 
• Auditors should determine whether the report collection, distribution and printing 
controls are well executed in an organization or not. 
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Chapter 4 

E-COMMERCE, M-COMMERCE AND EMERGING 

TECHNOLOGIES 

Q.No.1: E Mall 

They are mainly of following types: 

o General stores/malls: These are online stores that have a variety of items for sale and 
do not specialize in selling any one item and are thus called General stores. It 
includes store like amazon.com which is primarily an e-mall that provides platform to 
vendors sell and users to purchase various products ranging from books,  music, 
movies, housewares, electronics, toys, clothes etc. 

o Specialized stores/malls: The specialized stores would sell only specialized items. 
For example - www.99acres.com is a website that specializes in buying and selling 
property and housing on an online platform. 

Q.No.2: Method of Digital Payment  

E-Rupi: Recently, the Government of India has launched a new mode of cashless and 
contactless digital payment named e-Rupi based on UPI systems to ensure seamless 
transfer of benefits to the citizens in a “leak-proof” manner. 

It is  an e-voucher, which will be  delivered to beneficiaries in  the form of a QR code and 
SMS-string-based voucher through which funds will be directly transferred to their bank 
account. These vouchers are person- and purpose-specific, meaning  if they are 
released by the government for the purpose of vaccination, for instance, then they can be 
redeemed only for that. This contactless e-RUPI is easy, safe, and secure as it keeps the 
details of the beneficiaries completely confidential. The entire transaction process through 
this voucher is relatively faster and at the same time reliable, as the required amount is 
already stored in the voucher. Any government agency and corporation can generate 
e-RUPI vouchers via their partner banks.  

Q.No.3: Write a Short Note on Blockchain: 

Blockchain, sometimes referred to as Distributed Ledger Technology (DLT) is a shared, 
peer-to-peer, and decentralized open ledger of transactions system with no trusted 
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third parties in between. This ledger database has every entry as permanent as it is an 
append-only database which cannot be changed or altered. All transactions are fully 
irreversible with any change in the transaction being recorded as new transaction. The 
decentralised network refers to the network which is not controlled by any bank, 
corporation, or government. A blockchain generally uses a chain of blocks, with each 
block representing the digital information stored in public database (“the chain”). 

Q.No.4: What are Applications of Blockchain? 

Some initiatives that are already existing in various fields like financial services, 
healthcare, government, travel industry, economic forecasts etc. are discussed below: 

• Financial Services: Blockchain can be used to provide an automated trade lifecycle in 
terms of the transaction log of any transaction of asset or property - whether physical or 
digital such as laptops, smartphones, automobiles, real estate, etc. from one person to 
another. 

• Healthcare: Blockchain provides secure sharing of data in healthcare industry by 
increasing the privacy, security, and interoperability of the data by eliminating the 
interference of third party and avoiding the overhead costs. 

• Government: At the government front, there are instances where the technical 
decentralization is necessary but politically should be governed by governments like land 
registration, vehicle registration and management, e-voting etc. Blockchain 
improves the transparency and provides a better way to monitor and audit the 
transactions in these systems. 

• Travel Industry: Blockchain can be applied in money transactions and in storing 
important documents like passports/other identification cards, reservations and 
managing travel insurance, loyalty, and rewards thus, changing the working of travel 
and hospitality industry. 

• Economic Forecasts: Blockchain makes possible the financial and economic 
forecasts based on decentralized prediction markets, decentralized voting, and stock 
trading, thus enabling the organizations to plan and shape their businesses. 

Q.No.5: What are Risks of Blockchain? 

• With the use of blockchain, organizations need to consider risks with a wider 
perspective as different members of a particular blockchain may have different risk 
appetite/risk tolerances that may further lead to conflict when monitoring controls are 
designed for a blockchain. There may be questions about who is responsible for 
managing risks if no one party is in-charge and how proper accountability is to be 
achieved in a blockchain. 
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• The reliability of financial transactions is dependent on the underlying technology and if 
this  underlying consensus mechanism has been tampered with, it could render the 
financial information stored in the ledger to be inaccurate and unreliable. 

• In the absence of any central authority to administer and enforce protocol 
amendments, there could be a challenge in the establishment of development and 
maintenance of process control activities and in such case, users of public blockchains 
find difficult to obtain an understanding of the general IT controls implemented and the 
effectiveness of these controls. 

• As blockchain involves humongous data getting updated frequently, risk related to 
information overload could potentially challenge the level of monitoring required. 
Furthermore, to find competent people to design and perform effective monitoring 
controls may again prove to be difficult. 

Controls 

Though there could be many ways, however, some activities that may help in mitigating 
the possible threats and risks to blockchain are as follows: 

• As opposed to traditional manual techniques, computerized continuous monitoring 
techniques shall be used to perform ongoing evaluations, considering the large volume 
of data processed and the frequency at which these transactions are getting processed. 

• Suitable data analytics procedures shall be developed to identify and obtain relevant 
and quality data from the blockchain so that it can then be processed into information that 
subsequently can be used to support management’s business processes and reporting 
objectives. 

• Communication methods shall be developed to ensure that operational changes and 
updates relating to the use of blockchain are communicated to appropriate personnel 
so that internal control related responsibilities are carried out in proper manner. 

• The unique aspects of blockchain such as consensus protocols, smart contracts, and 
private keys, as well as factors relating to the ongoing health, governance, and overall 
reliability of the blockchain in use; shall be assessed thoroughly. 

• Both internal and external auditors shall be engaged in discussions during the 
development or identification of a blockchain so as to make the management 
understand the typical auditability issues associated with using blockchain. 
Subsequently, processes can be established to mitigate against those issues so that the 
appropriate information and support for transactions is available. 
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Chapter 5 

Core Banking Systems 

Q.No.1: What are Technology Components of CBS? 

The key technology components of CBS are as follows: 

• Database Environment: This consists of the centrally located database servers that 
store the data for all the branches of the bank which includes customer master 
data, interest rates, account types etc. Whenever a customer requests for a 
particular service to be performed, the application server performs a particular 
operation it updates the central database server. The databases are kept very 
secure to prevent any unauthorized changes. 

• Application environment: Application environment consist of the application servers 
that host the core banking system used by bank. The access to these application 
servers will generally be routed through a firewall. 

• Cyber Security: Comprehensive Cyber Security Framework is prescribed by RBI for 
Banks to ensure effective information security governance. Some key features of Cyber 
Security Framework as prescribed by are RBI for banks are as under: 

i. Network Security and Secure Configuration: The following key measure are 
required to be implemented: 

• Multi-layered boundary defense through properly configured proxy servers, 
firewalls, intrusion detection systems to protect the network from any malicious 
attacks and to detect any unauthorized network entries. 

• Different LAN segments for in-house/onsite ATM and CBS/branch network to 
confirm the adequacy of bandwidth to deal with the volume of transactions so as to 
prevent slowing down and resulting in lower efficiency. 

• To ensure secure network configuration; proper usage of routers, hubs and 
switches should be envisaged. 

• Periodic security review of systems and terminals to assess the network’s 
vulnerability and identify the weaknesses. 
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• Identification of the risks to ensure that risks are within the bank’s risk appetite and 
are managed appropriately. 

ii. Application Security: Full-fledged Security policy to ensure Confidentiality, Integrity 
and Availability (CIA) of data and information needs to be development and 
implemented covering following key features: 

• Implementation of bank specific email domains (example, XYZ bank with mail domain 
xyz.in) with anti-phishing (security measures to prevent steal of user data) and anti-
malware software (software tool/program to identify and prevent malicious 
software/malware from infecting network) with controls enforced at the email solution. 

• Two factor  authentication,  an  extra  step  added  to  the  log-  in process, such as a 
code sent to user’s phone or a fingerprint scan, that helps verify the user’s identity and 
prevent cybercriminals from accessing private information. 

• Implementation of Password Management policy to provide guidance on creating and 
using passwords in ways that maximize security of the password and minimize misuse or 
theft of the password. 

• Effective training of employees to educate them to strictly avoid clicking any links 
received via email. 

• Proper reporting mechanism to save the banks from the effects of misconduct – 
including legal liability, lasting reputational harm, and serious financial losses. 

• Required to conduct effective due diligence and oversight to thoroughly assess the 
credentials of vendors/third party service providers/partners and making non-disclosure 
and security policy compliance agreements mandated for them. 

• Effective change management process to record/ monitor all the changes that are 
moved/ pushed into production environment. 

• Robust configuration management processes to register changes to business 
applications, supporting technology, service components and facilities. 

• Incident response and management mechanism to take appropriate action in case of 
any cyber security incident with well written incident response procedures elaborating 
the roles of staff handling such incidents. 

• Capturing of the audit logs pertaining to user actions and an alert mechanism to 
monitor any change in the log settings.  

• Continuous surveillance to stay regularly updated on the latest nature of emerging 
cyber threats. 
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iii. Data Centre and Disaster Recovery Centre: The core banking systems consists of a 
Data Centre which includes various application servers, database servers, web servers 
etc. and various other components. The bank should adopt full-fledged documentation 
and prepare necessary manuals dealing with the disaster recovery procedures. 
Arrangements for alternate connectivity of the banks with the data center should be 
established whenever there is a disruption in the primary connectivity. Proper 
awareness should be created among the employees through periodic trainings and 
mock drills. 

iv. Online Transaction monitoring for fraud risk management: Risk evaluations are 
carried out and considering the risk profile and other regulatory requirements of the 
bank, effective monitoring should be done as a part of managing fraud risk 
management. There are also methods that facilitate fraud reporting in CBS 
environment. Proper alert system should be there to identify any changes in the log 
settings and the audit logs pertaining to user actions are captured. 
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