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Chapter 1 – Automated Business Processes 
Q9. Effective risk management begins with a clear understanding of an enterprise’s risk appetite 

and identifying high-level risk exposures. Explain the different risk management strategies which 

the Board or senior management may take up. Or  

In an organization, effective risk management involves identification of high-level risk exposures 

and their analysis. Discuss all the risk management strategies out of which Senior Management of 

an organization may choose to adopt any of the risk management strategy based on the analysis of 

risks. (May 20 RTP) 

Ans. It is not always appropriate to implement controls to counter risks by implementing controls 

because controls involve cost. Effective risk management begins with a clear understanding of an 

enterprise’s risk appetite and identifying high-level risk exposures. After defining risk appetite and 

identified risk exposure, strategies for managing risk can be set and responsibilities clarified. Based on 

the type of risk, project and its significance to the business; Board and Senior Management may choose 

to take up any of the following risk management strategy in isolation or combination as required: 

 Tolerate/Accept the risk. One of the primary functions of management is managing risk. Some 
risks may be considered minor because their impact and probability of occurrence is low. In this 
case, consciously accepting the risk as a cost of doing business is appropriate. The risk should be 
reviewed periodically to ensure its impact remains low. A common example of risk acceptance is 
planning for potential production delays (within a reasonable time range) since it’s often difficult 
to predict a precise delivery schedule in advance. 

 Terminate/Eliminate the risk. Especially in the case of risks that have high probability and impact 
values, it may be best to modify any project strategy to avoid them altogether. For example - it is 
possible for a risk to be associated with the use of a technology, supplier, or vendor. The risk can 
be eliminated by replacing the technology with more robust products and by seeking more capable 
suppliers and vendors. 

 Transfer/Share the risk. Risk mitigation approaches can be shared with trading partners and 
suppliers. A good example is outsourcing infrastructure management. In such a case, the supplier 
mitigates the risks associated with managing the IT infrastructure by being more capable and 
having access to more highly skilled staff than the primary organization. Risk also may be mitigated 
by transferring the cost of realized risk to an insurance provider. 

 Treat/mitigate the risk. Where other options have been eliminated, suitable controls must be 
devised and implemented to prevent the risk from manifesting itself or to minimize its effects. A 
good example of risk mitigation is planning for the eventuality in case an enterprise won’t have 
sufficient capacity or supplies to deal with a very high demand. In that case, enterprise shall have a 
mitigation strategy in place that allows them to rapidly scale their capacity, or to subcontract some 
of the work to other parties to meet the high demand. 

 

Chapter 3 – Information System and its Components 
Q20. What are the special precautions to be taken for protection of IT Systems from fire? 

Ans.  

 Smoke Detectors: Smoke detectors should be positioned at places above and below the 
ceiling tiles. Upon activation, these detectors should produce an audible alarm and must be 
linked to a monitored station (for example, a fire station). 
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 Norms to reduce Electric Firing: To reduce the risk of electric firing, the location of the 
computer room should be strategically planned and should not be in the basement or ground 
floor of a multi-storey building. Less wood and plastic material should be used in computer 
rooms. To reduce the risk of electric fire occurring and spreading, wiring should be placed in 
the fire-resistant panels and conduit. This conduit generally lies under the fire-resistant raised 
floor in the computer room. Fireproof Walls, Floors and Ceilings surrounding the Computer 
Room and Fire-resistant office materials such as waste baskets, curtains, desks, and cabinets 
should be used. 

 Fire Extinguishers: Manual fire extinguishers can be placed at strategic locations. Fire Alarms, 
Extinguishers, Sprinklers, Instructions / Fire Brigade Nos., Smoke detectors, and Carbon-
dioxide based fire extinguishers should be well placed and maintained. 

 Fire Alarms: Both automatic and manual fire alarms may be placed at strategic locations and 
a control panel may be installed to clearly indicate this. Besides the control panel, master 
switches may be installed for power and automatic fire suppression system. A gas- based 
fire suppression system is preferable, however, depending upon the situation, different fire 
suppression techniques like Dry-pipe sprinkling systems, water-based systems, halon etc., may 
be used. When a fire alarm is activated, a signal may be sent automatically to permanently 
manned station. 

 Regular Inspection and Raising awareness: Regular inspection by Fire Department Officials 
should be conducted. The procedures to be followed during an emergency should be properly 
documented. Fire Exits should be clearly marked, and all the staff members should know how 
to use the system in case of emergency. 

 Documented and Tested Emergency Evacuation Plans: Relocation plans should emphasize 
human safety, but should not leave information processing facilities physically unsecured. 
Procedures should exist for a controlled shutdown of the computer in an emergency. In all 
circumstances saving human life should be given paramount importance. 

 
Q23. Recognize the activities that deal with the System Development Controls in an IT Setup. 

(Nov. 18 RTP) or  

Ans.  
a) Problem definition and Feasibility assessment: Information Systems can be developed to 

help resolve problems or to take advantage of opportunities. All the stakeholders must reach 
to agreement on the problem and should understand the possible threats associated with 
possible solutions/systems related to asset safeguarding, data integrity, system effectiveness, 
and system efficiency. The feasibility assessment is done to obtain a commitment to change 
and to evaluate whether cost- effective solutions are available to address the problem or 
opportunity that has been identified. All solutions must be properly and formally authorized 
to ensure their economic justification and feasibility. This requires that each new solution 
request to be submitted in written form by stakeholders to systems professionals who have 
both the expertise and authority to evaluate and approve (or reject) the request. 

b) Analysis of existing system: Designers need to analyze the existing system that involves two 
major tasks: 

 Studying the existing organizational history, structure, and culture to gain an 
understanding of the social and task systems in place, the ways these systems are 
coupled, and the willingness if stakeholders to change. 

 Studying the existing product and information flows as the proposed system will be 
based primarily on current product and information flows. The designers need to 
understand the strengths and weaknesses of existing product to determine the new 
system requirements and the extent of change required. 

c) Information Processing System design: This phase involves following activities: 
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 Elicitation of detailed requirements: Either ask the stakeholders for their requirement 
in case they are aware about it or discover the requirement through analysis and 
experimentation in case stakeholders are uncertain about their need. 

 Design of data/information flow: The designers shall determine the flow of 
data/information and transformation points, the frequency and timing of the data 
and information flows and the extent to which data and information flows will be 
formalized. Tools such as DFD can be used for this purpose. 

 Design of Database and user interface: Design of database involves determining its 
scope and structure, whereas the design of user interface determines the ways in 
which users interact with a system. 

 Physical design: This involves breaking up the logical design into units which in turn 
can be decomposed further into implementation units such as programs and 
modules. 

 Design of the hardware/software platform: In case the hardware and software 
platforms are not available in the organization, the new platforms are required to be 
designed to support the proposed system. 

d) Hardware/Software acquisition and procedures development: To purchase the new 
application system or hardware, a request for a proposal must be prepared, vendor proposals 
are sought, and final decisions is made based on evaluation. During procedures development, 
designers specify the activities that users must undertake to support the ongoing operation 
of the system and to obtain useful output. 

e) Acceptance Testing and Conversion: Acceptance Testing is carried out to identify errors or 
deficiencies in the system prior to its final release into production use. The conversion phase 
comprises the activities undertaken to place the new system in operation. 

f) Operation and Maintenance: In this phase, the new system is run as a production system and 
periodically modified to better meet its objectives. A formal process is required to identify and 
record the need for changes to a system and to authorize and control the implementation of 
needed changes. The maintenance activities associated with these systems need to be 
approved and monitored carefully. 

 

Data Resource Management Controls 

Data is a critical resource that must be managed properly and therefore, accordingly, centralized 

planning and control are implemented. For data to be managed; authorized users must be able to 

share data; data must be available to users when it is needed, in the location where it is needed, and 

in the form in which it is needed. Further it must be possible to modify data fairly easily and the 

integrity of the data be preserved.  

If data repository system is used properly, it can enhance data and application system reliability. It 

must be controlled carefully, however, because the consequences are serious if the data definition is 

compromised or destroyed. Careful control should be exercised over the roles by appointing senior, 

trustworthy persons, separating duties to the extent possible and maintaining and monitoring logs of 

the data administrator’s and database administrator’s activities. Data integrity is defined as 

maintenance, assurance, accuracy, consistency of data and the control activities that are involved in 

maintaining it are as under: 

 Definition Controls: These controls are placed to ensure that the database always 
corresponds and comply with its definition standards. 

 Existence/Backup Controls: These controls ensure the existence of the database by 
establishing backup and recovery procedures. Backup refers to making copies of the data so 
that these additional copies may be used to restore the original data after a data loss. Backup 
controls ensure the availability of system in the event of data loss due to unauthorized 
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access, equipment failure or physical disaster; the organization can retrieve its files and 
databases. Various backup strategies like dual recording of data; periodic dumping of data; 
logging input transactions and changes to the data may be used. 

 Access Controls: These controls are designed to prevent unauthorized individual from viewing, 
retrieving, computing, or destroying the entity's data. User Access Controls are established 
through passwords, tokens and biometric controls; and Data Encryption controls are 
established by keeping the data in database in encrypted form. 

 Update Controls: These controls restrict update of the database to authorized users in two 
ways either by permitting only addition of data to the database or allowing users to change 
or delete existing data. 

 Concurrency Controls: These controls provide solutions, agreed-upon schedules, and 
strategies to overcome the data integrity problems that may arise when two update processes 
access the same data item at the same time. 

 Quality Controls: These controls ensure the accuracy, completeness, and consistency of data 
maintained in the database. This may include traditional measures such as program validation 
of input data and batch controls over data in transit through the organization. 

 
Q24. Explain the various Boundary Control Techniques. 
Ans. The major controls of the boundary system are the access control mechanisms that links the 

authentic users to the authorized resources, they are permitted to access. The boundary subsystem 

establishes the interface between the would-be user of a computer system and the computer itself. 

Major Boundary Controls are as follows: 

Cryptography These are designed to protect the privacy of data and prevent unauthorized 
modification of data by scrambling data. It deals with programs for transforming 
data into cipher text that are meaningless to anyone, who does not possess the 
authentication to access the respective system resource or file.  A cryptographic 
technique encrypts data (clear text) into cryptograms (cipher text) and its 
strength depends on the time and cost to decipher the cipher text by a 
cryptanalyst. Three techniques of cryptography are transposition (permute the 
order of characters within a set of data), substitution (replace text with a key-text) 
and product cipher (combination of transposition and substitution). 

Access Control These controls restrict the use of computer system resources to authorized users, 
limit the actions authorized users can take with these resources and ensure that 
users obtain only authentic computer system resources. The access control 
mechanism involves three steps: Identification, Authentication and 
Authorization. 

 User’s identification is done by user itself by providing his/her unique 
user id allotted to him/her or account number. 

 Authentication mechanism is used for proving the identity with the help 
of a password which may involve personal characteristics like name, birth 
date, employee code, designation or a combination of two or more of 
these. Biometric identification including thumb or finger impression, eye 
retina etc. and information stored in identification cards can also be 
used in an authentication process. 

 Authorization refers to the set of actions allowed to a user once 
authentication is done successfully. For example – Read, Write, Print, 
etc. permissions allowed to an individual user. 

Personal 
Identification 
Number (PIN) 

As already discussed before, we may recall that it is a form of remembered 
information used to authenticate users like verification of customers in 
electronic fund transfer systems. PIN is like a password assigned to a user by an 
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institution, a random number stored in its database independent to a user 
identification details. Several phases of the life cycle of PINs include the steps 
that are (a) Generation of the PIN; (b) Issuance and delivery of PIN to users; (c) 
Validation of the PIN upon entry at the terminal device; (d) Transmission of the 
PIN across communication lines; (e) Processing of the PIN; (f) Storage of the 
PIN; (g) Change of the PIN; (h) Replacement of the PIN; and (i) Termination of 
the PIN. 
A PIN may be exposed to vulnerabilities at any stage of the life cycle of PIN and 
therefore, controls need to be put in place and working to reduce exposures to 
an acceptable level. 

Digital 
Signature 

Establishing the authenticity of persons and preventing the denial of message 
or contracts are critical requirements when data is exchanged in electronic form. 
A counterpart known as Digital Signature (a string of 0’s and 1’s) is used as an 
analog signature for such e-documents. Digital Signatures are not constant like 
analog signatures – they vary across messages and cannot be forged. 

Plastic Cards We may recall that while PIN and Digital Signatures are used for authentication 
purposes, plastic cards are used primarily for identification purpose. This 
includes the phases namely - application for a card, preparation of the card, 
issue of the card, use of the card and card return or card termination. 

Audit trail 
Controls 

This maintains the chronology of events that occur when a user attempts to 
gain access to and employ systems resources. The events associated with both 
types of audit trail control are given below 

Accounting Audit Trail Operations Audit Trail 

All material application-oriented events 
occurring within the boundary subsystem 
should be recorded that may include the data 
related to identity of the would-be user of 
system; authentication information supplied; 
resources requested/provided or denied; 
terminal Identifier and Start/Finish Time; 
number of Sign-on attempts; & Action 
privileges allowed/denied. 

This includes the details like resource usage 
from log-on to log-out time and log of resource 
consumption. 

 

Communication Control 
These discuss exposures in the communication subsystem, controls over physical components, 

communication line errors, flows, and links, topological controls, channel access controls, controls 

over subversive attacks, internetworking controls, communication architecture controls, audit trail 

controls, and existence controls. Some communication controls are as follows: 

 Physical Component Control: In the communications subsystem, the physical components shall 
have characteristics that make them reliable and incorporate features and controls that mitigate 
the possible effects of exposures. Major physical components that affect the reliability of 
communication subsystem are Transmission media, Communication lines, Modem, Port 
protection devices, Multiplexers, and Concentrators  etc. 

 Line Error Control: Whenever data is transmitted over a communication line, recall that it can be 
received in error because of attenuation distortion, or noise that occurs on the line. These errors 
must be detected and corrected. 

 Flow Control: Flow controls are needed because two nodes in a network can differ in terms of 
the rate at which they can send, received, and process data. For example- data transmission 
between mainframe and microcomputers may become erroneous because of difference in their 
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speed and storage capacity. Flow controls will be used therefore to prevent the mainframe 
flooding the microcomputer and as a result, data being lost. 

 Link Controls: In Wide Area Network (WAN), line error control and flow control are important 
functions in the component that manages the link between two nodes in a network.  The way these 
link-management components operate is specified via a protocol. 

 Topological Controls: A communication network topology specifies the location of nodes within 
a network, the ways in which these nodes will be linked, and the data transmission capabilities 
of the links between the nodes. The network must be available for use at any one time by a given 
number of users that may require alternative hardware, software, or routing of messages. 

 Channel Access Controls: Two different nodes in a network can compete to use a communication 
channel simultaneously, leading to the possibility of contention for the channel existing. 
Therefore, some type of channel access control techniques like polling method (defining an 
order in which a node can gain access to a channel capacity) or contention method (nodes in 
network must compete with each other to gain access to a channel) must be used. 

 Controls over Subversive threats: Firstly, the physical barriers are needed to be established to 
the data traversing into the subsystem. Secondly, in case the intruder has somehow gained access 
to the data, the data needs to be rendered useless when access occurs. 

 Internetworking Controls: Different internetworking devices like bridge, router, gateways are 
used to establish connectivity between homogeneous or heterogeneous networks. Therefore, 
several control functions in terms of access control mechanisms, security and reliability of the 
networks are required to be established. 

 Audit Trail Controls: This maintains a chronology of the events from the time a sender 
dispatches a message to the time a receiver obtains the message. Few examples of data item 
that might be kept in both types of audit trail is shown in Table 

Accounting Audit Trail Operations Audit Trail 

This includes collection of the data like 
unique identifier of the source, destination 
and each node that traverses the message; 
unique identifier of the person or process 
authorizing dispatch of the message; time 
and date at which the message was 
dispatched and received by the sink node; 
time and date at which node in the network 
was traversed by the message; message 
sequence number; and the image of the 
message received at each node traversed in 
the network. 

This includes the details like number of messages 
that have traversed each link and each node; 
queue lengths at each node; number of errors 
occurring on each link or at each node; number of 
retransmissions that have occurred across each 
link; log of errors to identify locations and patterns 
of errors; log of system restarts; and message 
transit times between nodes and at nodes. 

 

Database controls 
These controls are used within an application software to maintain the integrity of data, to prevent 
integrity violations when multiple programs have concurrent access to data, and the ways in which 
data privacy can be preserved within the database subsystem. 

a) Access Controls: These controls in database subsystem seek to prevent unauthorized access 
to and use of the data. A security policy has to be specified followed by choosing an access 
control mechanism that will enforce the policy chosen. If database is replicated, the same 
access control rules must be enforced by access control mechanism at each site. 

b) Integrity Controls: These are required to ensure that the accuracy, completeness, and 
uniqueness of instances used within the data or conceptual modeling are maintained. 
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Integrity Constraints are established to specify the type of relationship and consistency among 
rows (tuple) in relationship. 

c) Application Software Controls: When application software acts as an interface to interact 
between the user and the database, the DBMS depends on application software to pass across 
a correct sequence of commands and update parameters so that appropriate actions can be 
taken when certain types of exception condition arise. This is achieved through Update 
Controls that ensure that changes to the database reflect changes to the real-world entities 
and associations between entities that data in the database is supposed to represent and 
Report Controls that identify errors or irregularities that may have occurred when the 
database has been updated. 

d) Concurrency Controls: These are required to address the situation that arises either due to 
simultaneous access to the same database or due to deadlock. 

e) Cryptographic Controls: (Already discussed under Boundary Controls) These controls can be 
well used for protecting the integrity of data stored in the database using block encryption. 

f) File Handling Controls: These controls are used to prevent accidental destruction of data 
contained on a storage medium. These are exercised by hardware, software, and the 
operators or users who load/unload storage media. 

g) Audit Trail Controls: The audit trail maintains the chronology of events that occur either to 
the database definition or the database itself as shown in Table 

Accounting Audit Trail Operations Audit Trail 

This includes the data items to confirm whether an 
application properly accepts, processes, and stores 
information, to attach a unique time stamp to all 
transactions, to attach before-images and after-images 
of   the   data   item   on   which   a transaction is applied 
to the audit trail, any modifications or corrections to 
audit trail transactions accommodating the changes 
that occur within an application system, and to not 
only test the stated input, calculation, and output rules 
for data integrity; but also should assess the efficacy of 
the rules themselves. 

This maintains a chronology of 
resource consumption events that 
affects the database definition or the 
database. 

 

Output Control 
Output Controls ensure that the data delivered to users will be presented, formatted and delivered in 

a consistent and secured manner. Output can be in any form, it can either be a printed data report or 

a database file in a removable media. Various Output Controls are as follows: 

a) Inference Controls: These are used to prevent compromise of statistical databases from which 
users can obtain only aggregate statistics rather than the values of individual data items. These 
are restriction controls which limit the set of responses provided to users to try to protect the 
confidentiality of data about persons in the database. 

b) Batch Output Production and Distribution Controls: Batch output in the form of tables, 
graphs or images etc. is produced at some operations facility and distributed to users of the 
output. This includes several controls like Report program execution Controls to ensure that 
only authorized users are permitted to execute batch report programs and these events are 
logged and monitored; Spooling file Controls so that the user(s) can continue working while a 
queue of documents waiting to be printed on a particular printer to ensure that the waiting 
files to get printed shall not be subject to unauthorized modifications; Printing Controls to 
ensure that output is made on the correct printer, and unauthorized disclosure of printed 
information does not take place; Report collection Controls to ensure that report is collected 
immediately and secured to avoid unauthorized disclosure and data leakage; User/Client 
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service Review Controls to ensure user should obtain higher quality output and detection of 
errors or irregularities in output; Report distribution Controls ensuring that the time gap 
between generation and distribution of reports is reduced, and a log is maintained for reports 
that were generated and to whom these were distributed; User output Controls to be in place 
to ensure that users review output on a timely basis; Storage Controls to ensure proper 
perseverance of output in an ideal environment, secured storage of output and appropriate 
inventory controls over the stored output and Retention and Destruction Controls in terms of 
deciding the time duration for which the output shall be retained and then destroyed when 
not required. 

c) Batch Report Design Controls: Batch report design features should comply with the control 
procedures laid down for them during the output process. The information incorporated in a 
well-designed batch report shall facilitate its flow though the output process and execution of 
controls. 

d) Online output production and Distribution Controls: It deals with the controls to be 
considered at various phases like establishing the output at the source, distributing, 
communicating, receiving, viewing, retaining and destructing the output. Source controls 
ensure that output which can be generated or accessed online is authorized, complete and 
timely; Distribution Controls to prevent unauthorized copying of online output when it was 
distributed to a terminal; Communication Controls to reduce exposures from attacks during 
transmission; Receipt Controls to evaluate whether the output should be accepted or 
rejected; Review Controls to ensure timely action of intended recipients on the output; 
Disposition Controls to educate employees the actions that can be taken on the online output 
they receive; and Retention Controls to evaluate for how long the output is to be retained and 
Deletion Controls to delete the output once expired. 

e) Audit Trail Controls: The audit trail maintains the chronology of events that occur from the 
time the content of the output is determined until the time users complete their disposal of 
output because it no longer should be retained. The data items that need to be considered 
are provided in Table 

Accounting Audit Trail Operations Audit Trail 

This includes what output was assimilated for 
presentation to the users; what output 
was then presented to the users; who received 
the output; when the output was received; and
 what actions were subsequently taken 
with the output. 

This maintains the record of resources consumed 
by components   in   the   output   subsystem   to 
assimilate, produce,  distribute,   use,   store   and 
dispose of various types of output like graphs, 
images etc., to record data that enables print times, 
response times and display rates for output to be 
determined and to manage the information that 
enables the organization to improve the timelines 
of output production  and reduce the number  of 
resources consumed in producing output. 

 

Auditing the Application Control Framework  
Based on the evaluation of management controls over the IS functions in an organization, auditors 
might decide to evaluate application system further. In case the external auditors have evaluated the 
reliability of management controls, the next step is to determine the adequacy of application controls. 
From various concerns that an auditor might have while auditing the application controls over the IS 
functions, some key areas that they should pay attention to while evaluating application controls at 
each level in an organization are provided below: 
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Auditing Boundary Controls 
 Auditors need to determine how well the safeguard assets are used and preserve data 
integrity. 
 For any application system in particular, auditors need to determine whether the access 
control mechanism implemented in that system is sufficient or not. 
 Auditors need to ensure that careful control must be exercised over maintenance activities, 
in case of hardware failure. 
 Auditors need to address three aspects to assess cryptographic key management – 

 How keys will be generated? 
 How they will be distributed to users? 
 How they will be installed in cryptographic facilities? 

 Auditors need to understand which approach has been used to implement access control so 
that they can predict the likely problems they will encounter in the application systems they are 
evaluating. 

Auditing Input Controls 
 Auditors must understand the fundamentals of good source document design so as to analyze 

what and how the data will be captured and by whom, how the data will be prepared and 
entered into the computer systems and how the document will be handled, stored and filed. 

 Auditors must be able to examine the data-entry screens used in an application system and 
to come to judgement on the frequency with which input errors are likely to be made and the 
extent to which the screen design enhances or undermines effectiveness and efficiency. 

 Auditors must evaluate the quality of the coding systems used in application system to 
determine their likely impact in the data integrity, effectiveness, and efficiency objectives. 

 Auditors need to comprehend various approaches used to enter data into an application 
system and their relative strengths and weaknesses. 

 Auditors need to check whether input files are stored securely and backup copies of it are 
maintained at an offsite location so that recovery remains unaffected in case system’s master 
files are destroyed or corrupted. 

Auditing Communication Controls 
 Auditors shall adopt a structured approach to examine and evaluate various controls in the 

communication subsystem. 

 Auditors need to collect enough evidence to establish a level of assurance that data 
transmission between two nodes in a wide area network is being accurate and complete. 

 Auditors need to look whether adequate network backup and recovery controls are practiced 
regularly or not. These controls may include automatic line speed adjustments by modems 
based on different noise- levels, choice of network topology, alternative routes between 
sender and receiver etc., to strengthen network reliability. 

 Auditors must assess the implementation of encryption controls to ensure the protection of 
privacy of sensitive data. 

 Auditors must assess the topological controls to review the logical arrangement of various 
nodes and their connectivity using various internetworking devices in a network. 

Auditing Processing Controls 
 Auditors should determine whether user processes are able to control unauthorized activities 

like gaining access to sensitive data. 
 Auditors should evaluate whether the common programming errors that can result in 

incomplete or inaccurate processing of data has been taken care or not. 
 Auditors should assess the performance of validation controls to check for any data processing 

errors. 
 Auditors need to check for the checkpoint and restart controls that enable the system to 

recover itself from the point of failure. The restart facilities need to be implemented well so 
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that restart of the program is from the point the processing has been accurate and complete 
rather than from the scratch. 

Auditing Database Controls 
 Auditors should check for the mechanism if a damaged or destroyed database can be restored 

in an authentic, accurate, complete, and timely way. 

 Auditors should comprehend backup and recovery strategies for restoration of damaged or 
destroyed database in the event of failure that could be because of application program error, 
system software error, hardware failure, procedural error, and environmental failure. 

 Auditors shall evaluate whether the privacy of data is protected during all backup and recovery 
activities. 

 Auditors should check for proper documentation and implementation of the decisions made 
on the maintenance of the private and public keys used under cryptographic controls. 

 Auditors should address their concerns regarding the maintenance of data integrity and the 
ways in which files must be processed to prevent integrity violations. 

Auditing Output Controls 
 Auditors should determine what report programs are sensitive, who all are authorized to 

access them and that only the authorized persons are able to execute them. 
 Auditors should review that the action privileges that are assigned to authorized users are 

appropriate to their job requirement or not. 
 Auditors must evaluate how well the client organizations are provided controls in terms of 

alteration of the content of printer file, number of printed copies etc. 
 Auditors should determine whether the report collection, distribution and printing controls 

are well executed in an organization or not. 
 

Chapter 4 – E-Commerce, M-Commerce and Emerging Technology 
 

Q6B. Define E-Marketing. Explain some E-Market as well.  

Ans. e-Marketing is the process of marketing a product or service using the Internet. Of course, 

information on websites also empowers customers and helps the organizations to achieve their 

objectives. For example - they can compare prices of products by rival firms. The internet changes 

the relationship between buyers and sellers because market information is available to all parties 

involved in the transaction. 

Some relevant terms related to e-marketing are as follows: 

S. 
No. 

e-Market Description 

1 e-Shops An e-shop is a virtual store front that sells products and services online. Orders 
are placed and payments made. They are convenient way of effecting direct 
sales to customers; allow manufacturers to bypass intermediate operators 
and thereby reduce costs and delivery times. Example - 
www.wforwomen.com 

2 e-Malls An e-mall, in its basic form, consists of a collection of e-shops usually 
grouped under a single Internet address. It is a website that displays electronic 
catalog from several suppliers, and charges commission from them for the 
sales revenue generated at that site. The basic idea of it is the same as 
retailing model of a regular shopping mall, a conglomeration of different e-
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shops that provide consumers a one-stop shopping place offering variety of 
products and services. They are mainly of following types: 

 General stores/malls: These are online stores that have a variety 
of items for sale and do not specialize in selling any one item and are 
thus called General stores. It includes store like amazon.com which is 
primarily an e-mall that provides platform to vendors sell and users to 
purchase various products ranging from books, music, movies, 
housewares, electronics, toys, clothes etc. 

 Specialized stores/malls: The specialized stores would sell only 
specialized items. For example - www.99acres.com is a website that 
specializes in buying and selling property and housing on an online 
platform. 

3 e-auctions Electronic auctions provide a channel of communication through which the 
bidding process for products and services can take place between competing 
buyers. At e- auctions, people buy and sell through an auction website. In e-
auctions, almost perfect information is available about products, prices, 
current demand, and supply. E-auction has become an increasingly popular 
tool for the buyer to access the lowest price the suppliers are willing to charge. 
For example – www.salasarauction.com is an online auction platform 
providing trustworthy solutions to auctioneers and bidders all across the 

country. 

4 Portals Portal is a website that serves as a gateway or a main entry point on the 
internet to a specific field of interest or an industry. It is a website that is 
positioned as an entrance to other sites on the internet. A portal consists of 
web pages that act as a starting point for using the web or web-based 
services. The control of content can be a source of revenue for firms through 
charging firms for advertising or charging consumers a subscription for 
access. For example - Yahoo! Stores is a shopping cart software app that offers 
small business operators and owners a variety of tools and features to help 
them build their online stores. 

5 Buyer 
Aggregators 

The Buyer Aggregator brings together large numbers of individual buyers so 
that they can gain the types of savings that are usually the privilege of large 
volume buyers. In this, the firm collects the information about goods/service 
providers, make the providers their partners, and sell their services under its 
own brand. Example - www.zomato.com is a website that provides 
information, menus, and user- reviews of restaurants as well as food delivery 
options from partner restaurants in select cities. 

6 Virtual 
Communities 

Virtual Community is a platform for community of customers who share a 
common interest and use the internet to communicate with each other. 
Virtual communities are benefitted when more people join and contribute 
to the community, the greater the benefits they accrue, but without any 
additional cost to them. Virtual communities may be of different types based 
on communities of interest in a common goal, communities of learning, and 
communities of practice based on the characteristics of bonds and intentions 
etc. For example - www.facebook.com allows the creation of virtual 
community that let any user to connect with others who share similar 
interests and experiences. 
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7 e- procurement e-procurement is the management of all procurement activities via 
electronic means. Business models based on e-procurement seek efficiency 
in accessing information on suppliers, availability, price, quality and delivery 
times as well as cost savings by collaborating with partners to pool their 
buying power and secure best value deals. E-procurement infomediaries 
specialize in providing up-to-date and real-time information on all aspects of 
the supply of materials to businesses.  For example- www.eprocure.gov.in is 
an e-procurement System of India that enables the tenderers to download the 
tender schedule free of cost and then submit their bids online. 

8 e-distribution The e-distribution model helps distributors to achieve efficiency savings by 
managing large volumes of customers, automating orders, communicating 
with partners and facilitating value-adding services such as order tracking 
through each point in the supply chain. An example of a firm specializing in 
e- distribution is wipro.com (www.wipro.com) who use the internet to 
provide fully integrated e-business- enabled solutions that help to unify the 
information flows across all the major distribution processes including sales 
and marketing automation, customer service, warehouse logistics, 
purchasing and inventory management, and finance. 

 

Q20A. Explain the forces behind the E-Commerce revolution.  

Ans. E-commerce business is expected to grow at a rapid pace. With the advancement in technology, 

such as smart phones and Apps, it is clear that there will be astonishing growth for this sector in the 

coming years. Those businesses which have the vision to anticipate change and catch the trend before 

the competitors do would definitely be more successful. This is due to the reason that competition in 

e-commerce is  growing at a rapid pace and the customers have abundance of options to choose from. 

E-marketers will have to improve not only their product quality but will have to work on user 

experience to retain the customers. It is time to gain a better understanding of the forces underpinning 

its emergence. Broadly speaking, they can be categorized as follows:  

 Proliferation of Mobile Device: The user is moving from desktop to mobile computing. 55% of the 
online traffic is generated from mobile devices and still it is on the increase. The most spectacular 
growth in mobile phone ownership contributes to the growth of e-commerce through mobile app. 
The creation of mobile application for e-commerce website is the latest trend to drive many online 
shoppers who use mobile apps for online shopping. The latest trend is using videos for product to 
attract customers. Shoppable videos for customers instead of using images and content would 
enable them to shop for products and services directly from videos. The product content and 
recommendation increase the sales conversion through competitive analysis and identifying the 
basic style, studying, and using trending keywords and trying new trends. 

 Convergence of Mobile Telecommunication Network and the Internet: The mobile internet is 
also about a very different user experience. It is characterized by goal-oriented activities reserving 
movie tickets or looking for directions. These activities are often conducted when time pressure, 
such as knowing that movie starts at 8 PM and are subject to distraction. The transition from 3G 
to 5G and faster data rate along with many new applications and services makes the success of e-

commerce possible. 

 Social Network: Social media these days is an integral part of almost every consumer’s online 
habits. The latest trend is the inclusion of e-commerce in social networks, such as Facebook, 
Twitter, YouTube, etc. This allows the consumer to buy the product without even leaving the social 
media platform. The concept of commerce using social media tool box will help the e-marketer to 
become more familiar with their clients and at the same time will also enable the customers to 

Downloaded From www.castudynotes.com

Downloaded From www.castudynotes.com

http://www.eprocure.gov.in/
http://www.eprocure.gov.in
http://www.wipro.com
http://www.castudynotes.com
http://www.castudynotes.com


develop deep relationships with the merchants they buy from. Promotion of products on social 
media platforms is another trend. 

 Biometrics: E-commerce is a rapidly growing industry where the main concern for every retailer 
is to offer maximum comfort and security to the buyer. Serious security issues such as hacking, 
spamming, online fraud and theft of confidential data are still holding back many online users 
from purchasing products online. Biometric verification is a recent e-commerce technology trends 
that measure the physical characteristics of users such as fingerprints, palm, face, or voice to solve 
security issues. With the use of biometrics, there will be no more stolen or forgotten password 
problem, also this enhanced security measures will make forging difficult for intruders. 

 Artificial Intelligence: Another trend in e-commerce is the use of Chatbot, a fully automated chat 
agent that will answer all the questions of consumers and act as a first point of contact. Chatbots 
commonly known as messenger bots is a piece of software that can be used by a retailer to chat 
with customers via text or voice. Well-designed chatbots can offer personalized assistances, 
enhance the user experience, process orders, track shipments, provide product suggestion, 
automates processes, and lot more. A chatbot can offer guided, interactive browsing to the 
consumers at all times. The potential impact of chatbot on e-commerce would be that the live 
chat users tend to spend more. Moreover, the buyer conversion rate would be much higher 
following a chat session. 

 Support of IT governing laws: As already discussed, various provisions of IT Act, 2000 and laws 
now govern E-commerce which has proven to be a game- changer for the Indian economy and the 
future of “Digital India”. The availability of jurisprudence in India on the various issues related to 
e- commerce sector is in abundance (sufficient). These laws empower the e-businesses and lower 
the chances of any upsetting legal conflicts or lost business. 

 Predictive Analysis: The use of predictive analysis tools is increasing to predict the online 
customers’ behavior. These tools can help in analyzing customers’ behavior such as the customer 
who does not return within 30 days was lost. By segmenting the customers in different categories, 
the company can optimize its e-mail communication in order to increase conversions by offering- 

 The right customer; 

 the right product ; 

 in the right way; and 

 at the right time. 
The analytical approach would lead to an increase in the number of new customers. Predictive 

analysis tools help in predicting customers’ buying habits, as well as their tastes and preferences, 

both quantitative and qualitative. These tools can determine the probability of a customer 

purchasing certain products in certain situations. Based on this information, marketer can create 

unique, personalized promotions for each customer. 

Q23. Define e-Rupi. 
Ans. Recently, the Government of India has launched a new mode of cashless and contactless digital 
payment named e-Rupi  based  on UPI systems to ensure seamless transfer of benefits to the citizens 
in a “leak-proof” manner. 
It is an e-voucher, which will  be  delivered  to  beneficiaries  in the form of a QR code and SMS-string-
based voucher through which funds will be directly transferred to their bank account. These vouchers 
are person- and  purpose-specific,  meaning  if they are released by the government for the purpose 
of vaccination, for instance, then they can be redeemed only  for that. This contactless e-RUPI is easy,  
safe,  and  secure  as  it keeps the details of the beneficiaries  completely  confidential. The entire 
transaction process through this voucher is relatively faster and at the same time reliable, as the 
required amount is already stored in the voucher. Any government agency and corporation can 
generate e-RUPI vouchers via their  partner banks. 
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Q49. Define Blockchain and its applications. Explain its risks and controls. 
Ans. Blockchain, sometimes referred to as Distributed Ledger Technology (DLT) is a shared, peer to 
peer and decentralized open ledger of transactions system with no trusted third parties in between. 
This ledger database has every entry as permanent as it is an append-only database which cannot be 
changed or altered. All transactions are fully irreversible with any change in the transaction being 
recorded as new transaction. The decentralised network refers to the network which is not 
controlled by any bank, corporation, or government. A blockchain generally uses a chain of blocks, 
with each block representing the digital information stored in public database (“the chain”). 
A simple analogy for understanding blockchain technology is a Google Doc. When we create a 
document and share it with a group of people, the document is distributed instead of copied or 
transferred. This creates a decentralized distribution chain that gives everyone access to the 
document at the same time. No one is locked out awaiting changes from another party, while all 
modifications to the document are being recorded in real-time, making changes completely 
transparent. 
 
Working of any blockchain transaction –  

 A transaction like sending money to someone is initiated. 
 Transaction is broadcasted via the network. 
 The network validate the transaction using cryptography. 
 The transaction is represented online as a block. 
 Block is added to the existing blockchain. 
 Transaction is complete. 

 
Applications  
Some initiatives that are already existing in various fields like financial services, healthcare, 
government, travel industry, economic forecasts etc. are discussed below: 

 Financial Services: Blockchain can be used to provide an automated trade lifecycle in terms 
of the transaction log of any transaction of asset or property - whether physical or digital 
such as laptops, smartphones, automobiles, real estate, etc. from one person to another. 

 Healthcare: Blockchain provides secure sharing of data in healthcare industry by increasing 
the privacy, security, and interoperability of the data by eliminating the interference of 
third party and avoiding the overhead costs. 

 Government: At the government front, there are instances where the technical 
decentralization is necessary but politically should be governed by governments like land 
registration, vehicle registration and management, e-voting etc. Blockchain improves the 
transparency and provides a better way to monitor and audit the transactions in these 
systems. 

 Travel Industry: Blockchain can be applied in money transactions and in storing important 
documents like passports/other identification cards, reservations and managing travel 
insurance, loyalty, and rewards thus, changing the working of travel and hospitality industry. 

 Economic Forecasts: Blockchain makes possible the financial and economic forecasts based 
on decentralized prediction markets, decentralized voting, and stock trading, thus enabling 
the organizations to plan and shape their businesses. 

 
Risks 

 With the use of blockchain, organizations need to consider risks with a wider perspective as 
different members of a particular blockchain may have different risk appetite/risk tolerances 
that may further lead to conflict when monitoring controls are designed for a blockchain. 
There may be questions about who is responsible for managing risks if no one party is in-
charge and how proper accountability is to be achieved in a blockchain. 
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 The reliability of financial transactions is dependent on the underlying technology and if this 
underlying consensus mechanism has been tampered with, it could render the financial 
information stored in the ledger to be inaccurate and unreliable. 

 In the absence of any central authority to administer and enforce protocol amendments, there 
could be a challenge in the establishment of development and maintenance of process control 
activities and in such case, users of public blockchains find difficult to obtain an understanding 
of the general IT controls implemented and the effectiveness of these controls. 

 As blockchain involves humongous data getting updated frequently, risk related to 
information overload could potentially challenge the level of monitoring required. 
Furthermore, to find competent people to design and perform effective monitoring controls 
may again prove to be difficult. 

 
Controls 
Though there could be many ways, however, some activities that may help in mitigating the possible 
threats and risks to blockchain are as follows: 

 As opposed to traditional manual techniques, computerized continuous monitoring 
techniques shall be used to perform ongoing evaluations, considering the large volume of data 
processed and the frequency at which these transactions are getting processed. 

 Suitable data analytics procedures shall be developed to identify and obtain relevant and 
quality data from the blockchain so that it can then be processed into information that 
subsequently can be used to support management’s business processes and reporting 
objectives. 

 Communication methods shall be developed to ensure that operational changes and updates 
relating to the use of blockchain are communicated to appropriate personnel so that internal 
control related responsibilities are carried out in proper manner. 

 The unique aspects of blockchain such as consensus protocols, smart contracts, and private 
keys, as well as factors relating to the ongoing health, governance, and overall reliability of 
the blockchain in use; shall be assessed thoroughly. 

 Both internal and external auditors shall be engaged in discussions during the development 
or identification of a blockchain so as to make the management understand the typical 
auditability issues associated with using blockchain. Subsequently, processes can be 
established to mitigate against those issues so that the appropriate information and support 
for transactions is available. 

 

Chapter 5 – CORE Banking System 
 
Q2. Define ECS Credit and ECS debit. 
Ans. Electronic Clearing Services (ECS) is used extensively for clearing which is an electronic method 

of fund transfer from one bank account to another. ECS is generally used for bulk transfers performed 

by institutions for making payments like dividend, interest, salary, pension, etc. and takes two forms: 

ECS Credit or ECS Debit. 

 In the case of ECS Credit, number of beneficiary accounts are credited by debiting periodically 
a single account of the bank. Examples of ECS Credit includes payment of amounts towards 
dividend distribution, interest, salary, pension, etc. 

 In the case of ECS Debit, large number of accounts with the bank are debited for credit to a 
single account. Examples of ECS Debit includes tax collections, loan installment repayment, 
investments in mutual funds etc. 

The Bank/ Branches, who have adopted Core Banking System (CBS) honor instruments even of other 
branches beyond their clearing zone payable at par by the designated branch of that center. This 
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system facilitates easy payment mechanism from any center particularly. This facility is now 
available to most customers of the bank.  
 

Q2. Explain some specialized services of banking. 
Ans. Specialized Services - Banks also perform other services such as insurance broking, claims, 

underwriting, life insurance, non-life insurance, etc. However, these would be offered by separate 

entities set up by the bank. 

 Loan: A loan is money, property or other material goods given to another party in exchange 
for future repayment of the loan value amount, along with interest or other finance charges. 
A loan may be for a specific, one-time amount or can be available as an open- ended line of 
credit up to a specified limit or ceiling amount. 

 Underwriting: Underwriting is the process that banks and other financial institutions use to 
assess the credit worthiness or risk of a potential borrower. During this stage of the loan 
process, the underwriter checks the borrower’s ability to repay the loan based on an analysis 
of his/her credit history, collateral, and capacity. Underwriting typically happens behind the 
scenes, but it is a crucial aspect of loan approvals. 

 Life Insurance: Life Insurance can be defined as a contract between an insurance policy holder 
and an insurance company, where the insurer promises to pay a sum of money in exchange 
for a premium, upon the death of an insured person or after a set period. 

 Non-life Insurance: Insurance contracts that do not come under the ambit of life insurance 
are called Non-life or General Insurance. As the tangible assets like home, vehicle etc. are 
susceptible to damages, the general insurance provides protection against unforeseeable 
contingencies like loss of the asset due to fire, marine, motor, accident etc. 

 

Q4. List the key technology components of CBS. 
Ans. The software resides in a centralized application server which is in the Central Office Data 
Centre, so the application software is not available at the branch but can be accessed from the 
branches or online. Along with database servers and other servers, an application server is located at 
the Central Data Centre. The CBS deployed by the Banks as a part of the CBS Project includes Data 
Centre (DC) and the Disaster Recovery Centre (DRC).  With the introduction to core banking systems, 
a customer is not only having accessibility with the branch but to the bank. 

The key technology components of CBS are as follows: 

 Database Environment: This consists of the centrally located  database  servers that store the 
data for all the branches of the bank which includes customer master data, interest rates, 
account types etc. Whenever a customer requests for a particular service to be performed, 
the application server performs a particular operation it updates the central database server. 
The databases are kept very secure to prevent any unauthorized changes. 

 Application environment: In general, Application environment consist  of the application 
servers that host the different core banking systems like Flex Cube, Bank Mate etc. and is 
centrally used by different banks. The access to these application servers will generally be 
routed through a firewall. 

 Cyber Security: Comprehensive Cyber Security Framework is prescribed by RBI for Banks to 
ensure effective information security governance. Some key features of Cyber Security 
Framework as prescribed by are RBI for banks are as under: 

1) Network Security and Secure Configuration: The following key measure are required to be 
implemented: 
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 Multi-layered boundary defense through properly configured proxy servers, 
firewalls, intrusion detection systems to protect the network from any malicious 
attacks and to detect any unauthorized network entries. 

 Different LAN segments for in-house/onsite ATM and CBS/branch network to 
confirm the adequacy of bandwidth to deal with the volume of transactions so as 
to prevent slowing down and resulting in lower efficiency. 

 To ensure secure network configuration; proper usage of routers, hubs and 
switches should be envisaged. 

 Periodic security review of systems and terminals to assess the network’s 
vulnerability and identify the weaknesses. 

 Identification of the risks to ensure that risks are within the bank’s risk appetite 
and are managed appropriately. 

2) Application Security: Full-fledged Security policy to ensure Confidentiality, Integrity and 
Availability (CIA) of data and information needs to be development and implemented covering 
following key features: 

 Implementation of bank specific email domains (example, XYZ bank with mail 
domain xyz.in) with anti-phishing (security measures to prevent steal of user data) 
and anti-malware software (software tool/program to identify and prevent 
malicious software/malware from infecting network) with controls enforced at 
the email solution. 

 Two factor authentication,  an   extra   step   added   to   the   log- in process, such 
as a code sent to user’s phone or a fingerprint scan, that helps verify the user’s 
identity and prevent cybercriminals from accessing private information. 

 Implementation of Password Management policy to provide guidance on creating 
and using passwords in ways that maximize security of the password and 
minimize misuse or theft of the password. 

 Effective training of employees to educate them to strictly avoid clicking any links 
received via email. 

 Proper reporting mechanism to save the banks from the effects of misconduct – 
including legal liability, lasting reputational harm, and serious financial losses. 

 Required to conduct effective due diligence and oversight to thoroughly assess 
the credentials of vendors/third party service providers/partners and making 
non-disclosure and security policy compliance agreements mandated for them. 

 Effective change management process to record/ monitor all the changes that are 
moved/ pushed into production environment. 

 Robust configuration management processes to register changes to business 
applications, supporting technology, service components and facilities. 

 Incident response and management mechanism to take appropriate action in case 
of any cyber security incident with well written incident response procedures 
elaborating the roles of staff handling such incidents. 

 Capturing of the audit logs pertaining to user actions and an alert mechanism to 
monitor any change in the log settings. 

 Data Centre and Disaster Recovery Centre: The core banking systems consists of a Data 
Centre which includes various application servers, database servers, web servers etc. and 
various other technological components. The bank should adopt full-fledged documentation 
and  prepare necessary manuals dealing with the disaster recovery procedures. Arrangements 
for alternate connectivity of the banks with the data center should be established whenever 
there is a disruption in the primary connectivity. Proper awareness should be created among 
the employees through periodic trainings and mock drills. 

 Online Transaction monitoring for fraud risk management: Risk evaluations are carried out 
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and considering the risk profile and other regulatory requirements of the bank, effective 
monitoring should be done    as a part of managing fraud risk management. There are also 
methods that facilitate fraud reporting in CBS environment. Proper alert system should be 
enabled to identify any changes in the log settings and the audit logs pertaining to user 
actions are captured. 
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