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Chapter 1 

Automated Business Processes 

Q. No. 1: Which Business Processes should be automated? 

BPA offers many advantages to the business but every business process is 

not a good fit for automation. Companies tend to automate those business 

processes that are time and resource-intensive operationally or those that are 

subject to human error. Following are the few examples of processes that are 

best suited to automation: 

• Processes involving high-volume of tasks or repetitive tasks: Many 

business processes such as making purchase orders involve high-volume of 

repetitive tasks. Automating these processes results in cost and work 

effort reductions. 

• Processes requiring multiple people to execute tasks: A business 

process which requires multiple people to execute tasks often results in 

waiting time that can lead to increase in costs. E.g. Help desk services. 

Automating these processes results in reduction of waiting time and cost. 

• Time-sensitive processes: Time sensitive processes are those processes 

that are needed to be performed within a given time period. Time-

sensitive processes are best suited for automation. For example - online 

banking system, railway/aircraft operating and control systems etc. 

• Processes involving need for compliance and audit trail: With business 

process automation, every detail of a particular process is recorded. These 

details can be used to demonstrate compliance during audits. For 

example invoice issue to vendors. Hence those activities or tasks where the 

compliance report or audit trail is particularly important should be 

automated. 

• Processes having significant impact on other processes and systems: 

Some processes are cross- functional and have significant impact on 

other processes and systems. Automating these processes results in 
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sharing information and improving the efficiency and effectiveness of 

business processes. 

Q. No. 2: What are Challenges involved in Business Process Automation. 

Automated processes are subjected to many challenges, some of them are as 

follows: 

• Automating Redundant Processes: Sometimes organizations start 

automation project they find suitable for automation without 

considering whether such processes are necessary and create value. 

In other cases, some business processes and tasks require high amount 

of tacit knowledge (that cannot be documented and transferred from 

one person to another) and therefore need employees to use their 

personal judgment. These processes are generally not good 

candidates for automation. 

• Defining Complex Processes: BPA requires reengineering of some 

business processes that requires significant amount of time as it 

needs detailed understanding of the underlying business 

processes. 

• Staff Resistance: In most cases, human factor issues are the main 

obstacle to the acceptance of automated processes. Staff may see 

process automation as a way of reducing their decision-making power. 

Moreover, the staff may perceive automated processes as threat to 

their jobs. 

• Implementation Cost: The implementation of automated processes 

may be an expensive proposition in terms of 

acquisition/development cost of automated systems and special 

skills required to operate and maintain these systems. 
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Information Technology Act 2000 - Amendments 

The following are newly inserted sections in the syllabus: 

Sec- 66F Punishment for Cyber Terrorism 

(1)Whoever - 

(A)  with intent to threaten the unity, integrity, security or sovereignty of 

India or to strike terror in the people or any section of the people by – 

(i) denying or cause the denial of access to any person authorized to 

access computer resource; or 

(ii) attempting to penetrate or access a computer resource without 

authorization or exceeding authorized access; or 

(iii) introducing or causing to introduce any computer contaminant, 

and by means of such conduct causes or is likely to cause death or injuries 

to persons or damage to or destruction of property or disrupts or 

knowing that it is likely to cause damage or disruption of supplies or 

services essential to the life of the community or adversely affect the 

critical information infrastructure specified under section 70; or 

(2) Whoever commits or conspires to commit cyber terrorism shall be 

punishable with imprisonment which may extend to imprisonment 

for life. 

Note: As per Section 70 The Government may, by notification in the Official 

Gazette, declare any computer resource which directly or indirectly affects the 

facility of Critical Information Infrastructure, to be a protected system. 

"Critical Information Infrastructure" means the computer resource, the 

incapacitation or destruction of which , shall have debilitating impact on 

national security, economy, public health or safety. 
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Sec – 67 Punishment for Publishing or Transmitting Obscene Material in 

Electronic Form 

Whoever 

• publishes or transmits or 

• causes to be published or transmitted 

• in the electronic form, 

any material which is 

➢ lascivious or 

➢ appeals to the prurient interest (those who take excessive interest in 

sexual matters) or 

➢ if its effect is such as to tend to deprave and corrupt persons who are 

likely, having regard to all relevant circumstances, to read, see or hear 

the matter contained or embodied in it, 

shall be punished 

➢ on first conviction - with imprisonment of either description (like 

simple or rigorous imprisonment) for a term which may extend to three 

years and with fine which may extend to five lakh rupees and 

➢ on second or subsequent conviction - with imprisonment of either 

description for a term which may extend to five years and also with fine 

which may extend to ten lakh rupees. 

Sec - 67A Punishment for Publishing or Transmitting of Material 

Containing Sexually Explicit Act, etc. in Electronic Form 

Whoever 

• publishes or transmits or 
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• causes to be published or transmitted 

• in the electronic form 

any material which contains sexually explicit act or conduct shall be punished 

➢ on first conviction - with imprisonment of either description for a term 

which may extend to five years and with fine which may extend to ten 

lakh rupees and 

➢ on second or subsequent conviction - with imprisonment of either 

description for a term which may extend to seven years and also with fine 

which may extend to ten lakh rupees. 

Sec - 67B Punishment for Publishing or Transmitting of Material 

Depicting Children in Sexually Explicit Act, etc. in Electronic Form (Child 

Pornography) 

Whoever, - 

(a) publishes or transmits or causes to be published or transmitted material in 

any electronic form which depicts children engaged in sexually explicit act 

or conduct; or 

(b) creates text or digital images, collects, seeks, browses, downloads, 

advertises, promotes, exchanges or distributes material in any electronic 

form depicting children in obscene or indecent or sexually explicit 

manner; or 

(c) cultivates (prepares), entices (invites) or induces children to online 

relationship with one or more children for and on sexually explicit act or 

in a manner that may offend a reasonable adult on the computer resource; 

or 

(d) facilitates abusing children online; or 

(e) records in any electronic form own abuse or that of others pertaining to 

sexually explicit act with children, 

shall be punished 
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• on first conviction - with imprisonment of either description for a term 

which may extend to five years and with a fine which may extend to ten 

lakh rupees and 

• on second or subsequent conviction - with imprisonment of either 

description for a term which may extend to seven years and also with 

fine which may extend to ten lakh rupees: 

Explanation - For the purposes of this section, "children" means a person who 

has not completed the age of 18 years. 

Non-Applicability of Section 67, 67A & 67B 

Provisions of Section 67, Section 67A and Section 67B does not extend to any 

book, pamphlet, paper, writing, drawing, painting representation or 

figure in electronic form - 

(i) the publication of which is proved to be justified as being for the public 

good on the ground that such book, pamphlet, paper writing, drawing, 

painting, representation or figure is in the interest of science, 

literature, art or learning or other objects of general concern; or 

(ii) which is kept or used for bona fide heritage or religious purposes. 
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Chapter 2 

Financial and Accounting Systems 

Amendments in Role Based Access Control (RBAC) 

Q.No. 1 : What is difference between Mandatory Access Control v/s 

Discretionary Access Control? 

In computer systems security, Role-Based Access Control (RBAC) is an 

approach to restricting system access to authorized users. RBAC sometimes 

referred to as Role Based Security is a policy neutral access control 

mechanism defined around roles and privileges that lets employees having 

access rights only to the information they need to do their jobs and prevent 

them from accessing information that doesn't pertain to them. It is used by 

most enterprises and can implement Mandatory Access Control (MAC) or 

Discretionary Access Control (DAC). 

• MAC criteria are defined by the system administrator, strictly 

enforced by the Operating System and are unable to be altered by 

end users. Only users or devices with the required information 

security clearance can access protected resources. A central authority 

regulates access rights based on multiple levels of security. 

Organizations with varying levels of data classification, like 

government and military institutions, typically use MAC approach. 

• DAC involves physical or digital measures and is less restrictive than 

other access control systems as it offers individuals complete 

control over the resources they own. The owner of a protected 

system or resource sets policies defining who can access it. 
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Chapter 3 

Information Systems and Its Components 

 

Q.No.1: What is Difference between RAM and ROM? 

Q.No.2: What is Difference between Processor Registers & Cache 

Memory? 

Processor Registers Cache 
Memory 

 
These are high speed memory units 
within CPU for storing small amount 
of data (mostly 32 or 64 bits). 

It is fast memory built into CPU to reduce the 
time to access data from the main memory. The 
data stored in cache memory may be values that 
have been computed earlier or duplicates of 
original values stored elsewhere 
(like RAM or secondary memory). 

Registers are the memory processors 
can operate on directly. 

Cache memory is an interface between CPU 
and Main storage. It is not directly accessible for 
operations. 

 

 

Aspect Random Access Memory 
(RAM) 

Read Only Memory (ROM) 

Data 
Retention 

Volatile in nature and information is 
lost as soon as power is turned off. 

Non-volatile in nature and contents 
remain intact even in absence of power. 

 
Purpose 

The purpose is to hold program 
and data while they are in use. 

Used to store small amount of 
information needed for the initial 
booting of the system.  Like Basic 
Input/Output System (BIOS). 

Information 
Access 

Information can be read as well as 
modified. 

Information can be read only and not 
modified. 

Impact 
RAM has high impact on system's 
performance. 

Non-volatile memory like ROM has 
no impact on system's performance. 

Cost Volatile memory is costly per unit 
size. 

Non-volatile memory is cheap per unit 
size. 

Speed RAM speed is quite high. ROM speed is slower than RAM. 

Capacity RAM memory is large and high 
capacity. 

ROM is generally small and of low 
capacity. 
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Q.No.3: What are Differences between Primary Memory & Secondary 

Memory? 

Aspect Primary/Main Memory Secondary Memory 

Basic Primary memory is directly accessible by 

CPU. 

Secondary memory is not directly 

accessible by CPU. 

Data Instructions or data to be currently 

executed are copied to main memory 

(RAM). 

Data to be permanently stored is kept 

in secondary memory. 

Volatility Primary memory is usually volatile. Secondary memory is non-volatile. 

Formation Primary memories are made of 

semiconductors. 

Secondary memories are made of 

magnetic and optical material. 

Access 

Speed 

Accessing data from primary   memory   

is faster. 

Accessing data from secondary memory 

is slower. 

Access Primary memory is accessed by the data 

bus. 

Secondary memory is accessed by 

input- output channels (cables). 

Size Computer has a small primary memory. Computer has a larger secondary 

memory. 

Expense Primary memory is costlier than 

secondary memory. 

Secondary memory is cheaper than 

primary memory. 

 

 

 

 

 



MRUGESH MADLANI VIRTUALS  C.A. INTER E.I.S. 

11 
 

Q.No.4: What are Differences between Database, Data Warehouse & Data 

Mining? 

Database Data Warehouse Data Mining 

It stores real time information 

generated or produced in the 

organisation. 

Example: In 

telecommunication sector, 

customer database stores 

information related to monthly 

billing details, call records, 

minimum balance etc. of the 

customers. 

It stores both the historic and 

transactional data. 

 

Example: In telecommunication 

sector, information in a data 

warehouse will be used for 

product promotions, decisions 

relating to sales, cash back offers 

etc. 

This analyses data to find 

previously unknown trends. 

Example: In 

telecommunication sector, 

information will be analysed by 

data mining tools to find out 

call duration with respect a 

particular age group from the 

entire data available. 

Its function is to record. Its function is to report & used in 

data analyse. 

Its function is to extract useful 

data. 

Examples include MySQL, MS 

Access. 

Examples include Teradata, 

Informatica. 

Examples include R-Language, 

Oracle data mining. 
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Chapter 4 

E-Commerce, M-Commerce & Emerging 

Technologies 

 

Q.No.1: What are Disadvantages of E-Business/E-Commerce? : 

Following are the disadvantages of e-business or e-commerce: 

• Internet Connection: Internet connectivity is a pre-requisite to 

perform online transactions and it may not be available in rural or 

remote areas thus people from those areas cannot do e-transactions. 

• High start-up costs: Businesses may have to incur high start-up cost to 

establish a e-commerce business in the form of: 

− Connection: Connection costs to the Internet (i.e., direct link or 

connection provider). 

− Hardware/software: This includes cost of sophisticated 

computer, modem, routers, etc. 

− Set up: This includes employee work hours involved in the 

processes of setting up the systems. 

− Maintenance: This includes costs of training employees and 

maintenance of Web-pages. 

• Legal issues: Legal issues are significant obstacles in conducting 

business on the Internet. As the internet business expands, it brings 

new legal issues which the vendor needs to handle properly. The user 

data protection laws are also getting more stringent thereby 

increasing the probability of legal troubles. 

• Some businesses may never get into to e-commerce: Businesses that 

deals in perishable food items or high-cost items such as jewellery 
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and antiques may never get into e-commerce business due to the 

nature of products they deal in. 

• Cultural impediments to e-business: Some customers are still fearful 

of using their credit card over the Internet. Many customers are 

uncomfortable with e-commerce and prefer traditional shopping 

only. 

• Security Concerns: One of the biggest disadvantages of doing online 

business is the question of security. Technical obstacles including 

issues related to security and reliability of data over the internet 

are major concerns in online transactions due to the increased 

spywares and malwares in the internet. 

Q.No.2: What are Some Business Models for E-Commerce 

Models Definition e-Business 

Markets 

Examples 

Business-to 

Consumer 

(B2C) 

B2C refers to the model 

where online retailers who 

sell products and services to 

consumers through Internet. 

It supports the activities 

within the consumer chain 

that focuses on sell-side 

activities. 

 

e-shops, e-malls, 

e-auctions, 

buyer 

aggregators, 

portals etc. 

This may involve 

− Direct Sellers like dell.com; 

− Online intermediaries like 

amazon.com; and 

− Communities for shared 

interests like photography, 

cooking etc. like 

www.cookingmatters.com 

Business-to 

Business 

(B2B) 

It supports the supply chain 

of organizations by 

allowing commerce 

between a company and its 

suppliers or other 

partners. 

Here a website sells its 

products to an intermediate 

e-auctions, e- 

procurement, e- 

distribution, 

portals, 

e-marketing etc. 

 

A superstore places an order 

from a company's website and 

after receiving consignment, 

sells it to the final customer who 

comes to buy the product at one 

http://www.cookingmatters.com/
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buyer who then sells the 

product to the final 

customer. 

of its stores. Example 

www.indiamart.com 

 
Consumer  
to- 
Consumer 
(C2C) 

Consumers sell goods or 
services directly to other 
consumers via on-line 
classified ads & auctions. It 
allows unknown parties to 
sell goods & services to 
one another 
and facilitates plain and 
simple commerce between 
consumers. 

 

e-auctions, 
virtual 
communities 
etc. 

 
A consumer selling his asset 
like property, cars, bike etc. or 
rent a room by publishing it on 
the relevant website like 
eBay.com or olx.com etc. 

 
 
 
Consumer 
to 
Business 
(C2B) 

 
 
 
 
In this model, consumers 
set prices and companies 
bid to offer products and 
services. 

 
 
 
 
e-marketing, 
e-distribution 

The comparison of interest 
rates of car loan provided by 
various banks via websites. 
The consumer places an 
estimate of amount he wants 
to borrow and a rate of interest 
at which he wants to borrow. A 
business organization who 
fulfils the consumer's specified 
requirement 
approaches him and provides 
its services. Like 
bankbazar.com 

Consumer to 
Government 
(C2G) 

This covers all the 
ecommerce transaction 
between consumers and 
government. 

 

e- marketing 

 

www.incometaxindia.gov.in 

 
 

Government 
to Consumer 
(G2C) 

This allows consumers to 
provide feedback or ask 
information about 
government authority 
from public sector. 
Consumers can reach 
higher authority 
digitally. The aim is to 
reduce the average time 
for fulfilling citizen’s 
requests for various 
government services. 

 
 
 
 
e-marketing 

Services like land searches, 
confirmation of genuine 
licenses vehicle ownership 
searches etc. or disputes such 
as non-payment of tax or tax 
refunds are handled through 
online support on the 
government platforms. 
Like e-Seva portals. 

http://www.indiamart.com/
http://www.incometaxindia.gov.in/
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Business to 
Government 
(B2G) 

B2G model  is  a  variant   
of B2B model. Such 
websites are used   by    
governments    to trade & 
exchange information 
with various business 
organizations. 

 
 
 
e-marketing 

Such websites are accredited 
by the government and provide 
a medium to businesses to 
interact with the government 
where Businesses can pay 
taxes, file reports, or sell goods 
and services to various 
Government 
agencies. 

Components of E-Commerce - Additions in the Technology Infrastructure 

The technology used in e-commerce should be: 

• Scalable with minimal effort to handle peak traffic. 

• Easy to use and convenient for the customers which should enable the 

customers to find what they want easily with least possible efforts. 

• Implementing responsive design to make a website accessible and 

usable on every device and browser which the customer can use. E-

commerce website should be optimized for mobile devices also. 
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Digital Payment 

Q.No.3: What are Different Types of Digital Payments 

Digital payments are both traditional and modern in nature. 

Modern/New Methods of Digital Payment  

Some newly added digital payment mode in the syllabus are as follows: 

(i) Mobile Banking - It is a service provided by a bank or other financial 

institution that allows its customers to conduct different types of financial 

transactions remotely using a mobile device such as mobile phone. It uses 

software called an app, provided by the banks or financial institution for 

this purpose. Each Bank provides its own Mobile Banking App for Android, 

Windows or iOS mobile platform. 

(ii) Cryptocurrency: Cryptocurrency is another electronic payment 

method that is gaining popularity. It is a digital currency produced by a 

public network, rather than any government, that uses cryptography to 

ensure that payments are sent and received safely. Cryptocurrency is 

called so because all the data is secured with strong cryptography. 

Cryptocurrency is completely decentralized, which means there are no 

servers involved and no central controlling authority. Since it is all online, 

the user can online transfer cryptocurrency to any other person. It can be 

used for making payments. Cryptocurrency is stored in a digital wallet. The 

first cryptocurrency was Bitcoin which was launched in 2009. Since than 
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many cryptocurrencies came in the market. The other digital currencies 

such as Digi Cash utilizes a Trusted Third Party approach in which a third 

party verifies and facilitates the transactions. 

Traditional Methods of Digital Payment 

Some newly added traditional payment mode in the syllabus are as follows: 

(i) Smart Card: It is a prepaid card similar to credit or debit card in 

appearance. It has small microchip embedded in it which can store 

customer’s personal information such as account information, private 

encryption keys, credit card information etc. Smart cards combine the 

advantages of both debit card and credit card and are available 

regardless of credit ratings or income. Smart card is not linked to any 

bank account hence smart card holder is not required to have a bank 

account. The smart card holder has to load money onto the card by 

paying cash or through transfer from his bank account. For example 

Visa Cash Card. 

Advantages of Digital Payments 

(i) Competitive advantage to business: Digital payment enables businesses 

to make sales to customers who choose to pay electronically and gain a 

competitive advantage over those organisations who accept payment only 

through traditional methods. 

(ii) Environment Friendly: Digital payment eliminates the use of paper. 

Drawbacks of Digital Payments 

(i) Disputed transactions: In case the credit card is misused by hackers, it is 

very difficult to get refund or compensation. 

(ii) Increased business costs: Digital payment systems requires business 

houses to protect the sensitive information of customers stored in 

organisation’s servers from hackers. Organisations have to incur 

additional costs in procuring, installing and maintaining servers etc. to 

support digital payment transactions. 
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(iii) Necessity of internet access: Digital payment cannot be performed if 

internet connection fails. 

Addition in the Cloud Computing Topic 

Q.No.4: What are Pertinent Issues Related to Cloud Computing 

As an emerging technology, cloud computing involves several issues. Some of 

the pertinent issues related to cloud computing are: 

• Threshold Policy: The main objective of implementing threshold policy is 

to inform cloud computing service consumers and providers what they 

should do. Quite often, this policy does not exist. The only legal document 

between the customer and service provider is the Service Level Agreement 

(SLA). This document contains all the agreements between the customer 

and the service provider like what services the cloud service provider is 

now and what it will provide in future. However, there is no standard 

format for the SLA, and there may be services not documented in the 

SLA that the customer may be requiring in future. A carefully drafted 

threshold policy outlines what cloud computing service consumers and 

providers should do. It is important to consider how the cloud service 

provider will handle sudden increases or decreases in demand etc. 

• Interoperability: If a company enters into a contract with one cloud 

computing vendor, it may find it difficult to change to another computing 

vendor that has proprietary APIs (application programming interfaces) 

and different formats for importing and exporting data. Industry cloud 

computing standards do not exist for APIs or formats for 

importing/exporting data. This creates problems of achieving 

interoperability of applications between two cloud computing vendors. 

Once a company is locked in with one cloud provider, it is not easy to move 

an entire infrastructure to other clouds. Moreover, each cloud provider 

offers a unique set of services and tools for operating and controlling its 

cloud which may be completely different from other vendors. 

• Unexpected Behaviour: An application which perform well at the 

company’s internal data centre may not perform in the same way in the 
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cloud. Therefore, it is essential to test its performance in the cloud for 

unexpected behaviour. Testing may include checking how the application 

allocates resources on sudden increase in demand for resources and how it 

allocates unused resources. This problem must be solved before obtaining 

services from the cloud. 

• Security Issues: Cloud computing infrastructures use new technologies 

and services, most of which may not have been fully evaluated with respect 

to security. The important security issues with cloud computing are: 

➢ the management of the data might not be fully trustworthy; 

➢ the risk of malicious insider attacks in the cloud; and 

➢ the failing of cloud services. 

Maintaining confidentiality is one the major issues faced in cloud systems as 

data can be accessed by the service provider. Data confidentiality can be 

preserved by encrypting data. Cloud systems share computational 

resources, storage, and services between multiple customer applications 

in order to achieve efficient utilization of resources while decreasing 

cost. However, this sharing of resources may violate the confidentiality of 

user’s data and information assets. It must be ensured that there a degree 

of isolation between these users. The service provider must ensure that 

their infrastructure is secure and that their consumers’ data and applications 

are protected. 

• Legal Issues: Cloud systems need to adhere to several regulatory 

requirements, privacy laws and data security laws. These laws vary from 

country to country and cloud users have no control over where their data 

is physically located. 

• Software Development in Cloud: Application developers who wishes to 

host and deploy their applications through the cloud face the complexity 

of building secure applications that may be hosted in the cloud. The 

speed at which applications will change in the cloud will affect both the 

System Development Life Cycle (SDLC) and security. The project manager 
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must keep in mind the applications should be upgraded frequently. For 

this, he must ensure that their application development processes are 

flexible enough to keep up with the changes. 

• Bugs in Large-Scale Distributed Systems: One of the difficult challenges 

faced by cloud computing vendors is removing bugs and errors in their 

very large-scale and distributed cloud systems. 

Web 5.0 

The Web 5.0, “The Telepathic Web/The Symbionet Web” is set to be highly 

complex future web generation, to be present after the year 2030 in which 

things like brain implants are expected to be popular. 

Brain implants will give people the ability to communicate with the internet 

through thought like to think of a question and open up a web page even 

without giving any physical command. Any payments, like payment for 

groceries, will be paid for with a microchip in the brain controlling the 

payment app of the user. 

 

 

 

 

 

 

 

 

 

 

 



MRUGESH MADLANI VIRTUALS  C.A. INTER E.I.S. 

21 
 

Chapter 5 

Core Banking Systems 

 

Explanation of Certain Topics 

Operational Risk 

It is defined as a risk arising from direct or indirect loss to the bank which 

could be associated with inadequate or failed internal process, people 

and systems. For example inadequate audits, improper management, 

ineffective internal control procedures etc. The components of operational 

risk are as follows: 

• Transaction Processing Risk arises because faulty reporting of 

important market developments to the bank management may also 

occur due to errors in entry of data for subsequent bank 

computations. 

• Information Security Risk comprises the impacts to an organization 

and its stakeholders that could occur due to the threats and 

vulnerabilities associated with the operation and use of information 

systems and the environments in which those systems operate. Like 

data breaches. 

• Compliance Risk is exposure to legal penalties, financial penalty and 

material loss an organization faces when it fails to act in accordance 

with laws and regulations, internal policies or prescribed best 

practices. 

Q.No.1: Explanation of Key Technology Components of CBS 

The key technology components of CBS are as follows: 

• Database Environment: This consists of the centrally located database 

servers that store the data for all the branches of the bank which 
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includes customer master data, interest rates, account types etc. 

Whenever a customer requests for a particular service to be 

performed, the application server performs a particular operation it 

updates the central database server. The databases are kept very 

secure to prevent any unauthorized changes. 

• Application environment: Application environment consist of the 

application servers that host the core banking system used by bank. 

The access to these application servers will generally be routed through 

a firewall. 

• Enterprise Security Architecture & Security Solution: To ensure 

security and protection from malicious attacks, , banks can use proxy 

servers, firewalls, intrusion detection systems etc. To ensure secure 

network configuration proper usage of routers, hubs and switches 

should be considered. Periodic assessment and testing are carried out 

to assess the vulnerability and identify the weaknesses. Further various 

cyber security controls are prescribed by RBI for Banks to ensure 

effective information security governance. The various security 

measures taken include the following: 

− Full-fledged Security policy development and implementation. 

− Identifying the risks to ensure risks are within the banks risk 

appetite. 

− Implementing anti phishing, anti-malware software. 

− Implementing bank specific email domains. 

− Two factor authentications. 

− Periodic security review of systems and terminals. 

− Password management Policy. 

− Effective employee training. 

− Proper reporting mechanism. 
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− Verification of vendor/third party service providers. 

− Effective change management. 

− Incident response and management. 

− Continuous surveillance 

• Connectivity to the Corporate Network and the Internet: Network 

administration also plays a very significant role in core banking systems. 

There should be adequate bandwidth to deal with the volume of 

transactions so as to prevent slowing down and resulting in lower 

efficiency. 

• Data Centre and Disaster Recovery Centre: The core banking systems 

consists of a Data Centre which includes various application servers, 

database servers, web servers etc. and various other components. The 

bank should adopt full-fledged documentation and prepare necessary 

manuals dealing with the disaster recovery procedures. 

Arrangements for alternate connectivity of the banks with the data 

center should be established whenever there is a disruption in the 

primary connectivity. Proper awareness should be created among the 

employees through periodic trainings and mock drills. 

• Online Transaction monitoring for fraud risk management: Risk 

evaluations are carried out and considering the risk profile and other 

regulatory requirements of the bank, effective monitoring should be done 

as a part of managing fraud risk management. There are also methods 

that facilitate fraud reporting in CBS environment. Proper alert system 

should be there to identify any changes in the log settings and the audit 

logs pertaining to user actions are captured. 


